TOWN OF

3 Bassendedn

AGENDA

Audit and Governance Committee Meeting
Wednesday 10 June 2026

NOTICE OF MEETING
Dear Committee Member

The next meeting of the Audit and Governance Committee will be held at
5:30 pm on Wednesday 10 June 2026, in the Council Chamber, Administration Building, 48 Old Perth
Road, Bassendean.

Please note, that parts of this meeting may be closed to the public, as the agenda contains
confidential attachments/ items which may be discussed by Council behind closed doors, in
accordance with s5.23 (4)(e) of the Local Government Act 1995.

Qendlo

Cameron Woods
CHIEF EXECUTIVE OFFICER

4/6/2026
DATE
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1 Declaration Of Opening; Acknowledgment of Country;
Acknowledgment of Visitors; Disclaimer

Acknowledgement of Country

The Town of Bassendean acknowledges the Whadjuk people of the Noongar Nation
as the Traditional Custodians of this land. We pay our respects to Elders past and
present, and acknowledge their continuing culture and the contribution they make to
the region.

2 Announcements by the Presiding Member without Discussion

Nil.

3 Attendances, Apologies and Leave of Absence

Committee Members

Sasha Rademakers (Independent Presiding Member)
Cr Hayden Long

Cr Kathryn Hamilton, Mayor

Cr Jamayne Burke

Officers

Mrs Amanda Alderson, Director Corporate Services

Ms Joanne Burges, Acting Manager Governance & Strategy
Ms Waruni De Silva, Manager Financial Services

Mr Tristan Loney, Manager Information and Technology

Advisor to the Committee

Mr Ron Back
Guests
Ms Nayna Raniga, Office of the Auditor General

Public

4 Declarations of Interest

Nil.

5 Presentations or Deputations

Nil.
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6 Questions and Statements from Members of the Public

7 Confirmation of Minutes

Officer Recommendation — Item 7.1

That the minutes of the Audit and Governance Committee meeting held on 11 March
2026 be received and confirmed as a true and correct record.

Voting requirements: Simple Majority
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8 Business Deferred from Previous Meeting

9 Reports

9.1 Cyber Security Update

Property Address N/A
Landowner/Applicant | N/A
File Reference N/A
Department Corporate Services

Previous Reports

Authority/Discretion

-_—

ICT Strategic Plan 2026-2028 [9.1.1 - 3 pages]
2. ICT Policy and Procedure Schedule [9.1.2 - 8

pages]

3. NPL N-11724426 Town of Bassendean - Business
Continuity Plan [9.1.3 - 16 pages]

4. NPO L-11752726 ICT Security Framework [9.1.4 -
18 pages]

Business Continuity Plan (confidential)

ICT Policy and Procedure Schedule (confidential)

ICT Security Framework (confidential)

ICT Strategic Plan 2026-2028 (confidential)

Attachments

Reason for this Item to be discussed behind closed doors:

This information is to be considered with members of the public excluded from the
Chamber under Clause 5.23(4)(e) of the Local Government Act as the officer report
discusses information the making public of which would be likely to endanger the
security (including cyber-security) of the local government's property or operations.

Purpose

The purpose of this report is to inform the Audit, Risk and Improvement Committee
(“the Committee”) on recent cyber security efforts and improvements at the Town.

Background

The Town's ICT Strategy 2026-2028 recognises cyber security as a key priority,
reflected throughout the document. Targeted cyber security improvement outcomes
are largely concentrated within ‘Priority Area 1 Modern and Secure ICT Architecture’.
The ICT Strategic Plan details these significant improvement outcomes which have
been developed as a response to findings from the Office of the Auditor General,
along with the Town’s internal penetration testing and vulnerability assessments.
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Local Government Cyber Security Uplift Pilot Project

The Town has partnered with the Department of Premier and Cabinet’s Office of
Digital Government (DGov) and the Department of Local Government, Industry,

Regulation and Safety (DLGIRS) as one of the five participating LGAs within the
Local Government Cyber Security Uplift Pilot project.

The project was scoped with undertaking 18-month engagements with each
participating LGA to improve their cyber security controls. The target state was
largely in line with ongoing investments across State Government to mature controls
in accordance with the 2024 WA Government Cyber Security Policy, which itself
identifies Maturity Level 1 across the Australian Cyber Security Centres’ Essential
Eight Framework as the target state.

The project has delivered significant pro bono support for the Town, notably:

e Transition of the Town’s managed detection and response services to a
solution integrated into the WA Govt Security Operations Centre (WASOC),
operated by the Office of Digital Government

e Ongoing partnership with the DGov cybersecurity team to improve governance
and technical controls, delivering the updated Business Continuity Plan and
ICT Security Framework

e Development of a vulnerability management solution, allowing for aggregation
of varied sources of vulnerability data into a singular information repository
using PowerBI

¢ Vulnerability and password assessments
e Penetration testing scheduled for June 2026
e Security awareness workshops, facilitated by the DLGIRS cyber security team

The Town has developed and approved an inaugural ICT Security Framework, a
comprehensive, overarching governance control covering elements of the cyber
security posture. This document also provides defined governance controls in areas
such as penetration testing and vulnerability management. Further policies and
procedures such as the ICT Acceptable Use Policy and Incident Management
Procedure provide detailed control definitions in specific control areas, linked to the
ICT Security Framework as the overarching document.

A further report will be dedicated to the outcomes of the Pilot once the project is
closed out. This is expected to be on either the September or December 2026
agenda.
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Network Security

The 2024/25 Information Systems Audit by the Office of the Auditor General
delivered a significant finding in the domain of Network Security. The
recommendations from the OAG highlighted the need for appropriate segmentation
across the Town’s networks, and improved monitoring of network events, ensuring
malicious activity can be promptly detected and contained.

Network segmentation requires a holistic approach ensuring that all network
addressing and lateral movement is controlled on both a functional area (i.e..
Segmenting network areas containing restricted Servers, staff, CCTV, public
devices) and a site-by-site (Administration, Library, Depot, Wind in the Willows)
bases. This involves a review of the network design across all sites and development
of a plan to implement the changes in a phased approach so as not to impact or
interrupt business operations.

The ICT team has attempted to address small-scale improvements within the
network domain, such as implementation of new configuration rules and a redundant
firewall, however these works have proven difficult to implement in a timely and
efficient fashion without external network engineer resources.

The Town is now working with the LG Cyber Security Uplift Pilot team to engage
resources to to design and implement these changes over the next few months by
drawing on a pool of potentially available funding via the DLGIRS project budget.

The Town has also requested additional funds in the budget to tackle this issue to
either bolster or cover the funding requirement, dependent on availability from
DLGIRS.

Enhanced network activity monitoring will be reviewed in line with the Town’s
Security Incident and Event Monitoring solution. As part of transitioning into the
WASOC, the Town moved onto the Microsoft Defender XDR platform.

DGov have noted that there is no commitment to provide ongoing services via
WASOC outside of September 2026, as this would require ministerial approval to
expand the scope of the service beyond State Government agencies to LGAs. A
recommendation will be developed as part of the Uplift project closure report, but in
the meantime, the Town is seeking quotes for a new service which will also have
network event monitoring with the requirements.

This new Managed Detection and Response service will be part of a broader
contract procurement for Cyber Security Services in 2026/27. This contract with a
new cyber security services partner will also incorporate Incident Response retention
aligned with the Town’s cyber insurance, incident response exercise coordination,
and penetration testing.
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Business Continuity Planning

The Town has worked with the DGov team to develop a significant update to the
Business Continuity Plan, aligning to the format used commonly within the WA
Government. The development of this plan involved undertaking internal Business
Impact Assessments to understand the key inputs, both ICT and non-ICT in nature,
for each business services and develop workarounds.

This resulted in a maximum Recovery Time Objective (the target length of time to
restore a supporting ICT service, and by extension the supported Town service) of 1
business day being

The Business Continuity Plan was approved by CMC in March 2026, with initial

testing of short-term team relocations to the Depot expected prior to December
2026.

Disaster Recovery Planning

The Town completed another round of Disaster Recovery testing in April 2026,
following implementation of a backup firewall, allowing for full network failover to the
Bassendean Memorial Library at 46 Old Perth Road. The Town is now in the process
of updating the Disaster Recovery Plan, and relevant procedures, based on these
tests. These updates are expected to be completed in late June.

In coordination with the DGov team, the Town has completed preliminary reviews of

the Incident Management Procedure, noting this is fit-for-purpose pending an update
to the categorisation of cyber security alert response vs. Incident and the inclusion of
recovery time objectives.

Proposal

That the Committee note this report and its attachments.

Communication and Engagement

The Town continues to engage and partner with the Office of Digital Government,
the Office of the Auditor General, the Department of Local Government

Strategic Implications

Performance Area 5: Performance
9.1 Continuously improve operational performance and service delivery.
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Comment

The Road Ahead

The cost of maintaining acceptable cyber security protections is growing, both in staff
time, and through the increasing price of engaging vendors to deliver these
specialised solutions and services.

As addressed in prior meetings of the Committee, the number of governance
controls that must be maintained as policies, procedures or frameworks is significant.
Two-year minimum cycles of review have been implemented to mitigate the ongoing
challenge of keeping these controls reviewed and up to date.

There are 12 controls of this type in the Town, with 6 of these becoming due for
review in the next 2 months. 5 more controls are required based on audit
recommendations or legislative requirements. Details on each of these controls are
within the attached ICT Policy and Procedure Schedule. These are all committed to
be developed or updated by the Town by the end of this year.

Each of these documents (governance controls) has compliance activities (technical
controls) required to be regularly conducted by the ICT team in the form of access
reviews, network reviews, penetration tests, asset audits and similar tasks. The
combination of governance and technical controls form the cyber security posture of
the Town.

Updates such as this will be continued to be provided to the Committee as cyber
security improvements are delivered, and cyber security risks are monitored ongoing
into the future.

Statutory Requirements

N/A

Financial Considerations

N/A

Risk Management Implications

N/A

Declaration of Conflicts of Interest

All officers involved in the preparation of this report have considered and determined
that they do not have a conflict of interest in the matter.
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That the ARIC note the information provided in this report.

Voting requirements: Simple Majority
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9.2 Audit Findings Log

Property Address N/A
Landowner/Applicant | N/A

File Reference GOVN/CCLMEET/18
Department Office of the CEO,
Previous Reports 11 March 2026

Authority/Discretion Executive
The substantial direction setting and oversight role of the
Council.

Attachments 1. Copy of June 2026 Audit Findings Log FINAL
[9.2.1 - 5 pages]

Reason for this Item to be discussed behind closed doors:

This information is to be considered with members of the public excluded from the
Chamber under Clause 5.23(4)(e) of the Local Government Act as the officer report
discusses information the making public of which would be likely to endanger the
security (including cyber-security) of the local government's property or operations.

Purpose

The purpose of this report is to provide the Audit, Risk and Improvement Committee
(ARIC) with the Town’s Audit Findings Log, with updated actions since the meeting
of the Audit and Governance Committee on 11 March 2026.

Background

The Audit Findings Log presents a summary of the audit findings including
information about the source of the findings and recommendations made in recent
internal and external audit reports relating to the Town and provides an update on
actions taken or proposed to address the recommendations.

Proposal

For the ARIC to receive the Audit Findings Log and consider the action taken or
proposed to be taken to address the audit recommendations.

Communication and Engagement

Responsible officers were engaged to update the actions assigned to their Business
Unit.
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Strategic Implications

Performance Area 5: Performance
9.1 Continuously improve operational performance and service delivery.

Comment

The Audit Findings Log (Attachment 9.2.1) has been updated to include the findings
and recommendations from completed External and Internal Audits undertaken with
additional management comments on action taken or proposed to address the
recommendations.

Progress has been achieved since the March 2026 albeit available staff resources
have been under pressure prioritising significant project undertakings by the Town.
As these projects are completed, staff resources will become available to progress
the items.

Statutory Requirements

Local Government (Audit) Regulations 1996, Regulation 16, states:

16. Functions of audit, risk and improvement committee

An audit, risk and improvement committee has the following functions —

(a) to receive and review reports on, and recommend to the council actions to be
taken in relation to —
(i) audits under Part 7 of the Act; and
(i) compliance audits; and
(iii) reviews under regulation 17;

(b) to otherwise receive and review reports on the appropriateness and
effectiveness of, and recommend to the council improvements to, the local
government’s systems and procedures in relation to —

(i) financial management; and
(i) legislative compliance; and
(iii) risk management;

(c) to receive and review reports on, and recommend to the council improvements
to, the implementation of any actions that the local government —

(i) is required to take under section 7.12A(3); and

(ii) has stated it has taken or intends to take in a report prepared under section
7.12A(4)(a); and

(iii) has otherwise decided to take in response to a report or recommendation
referred to in paragraph (a) or (b); and

(iv) has stated it has done or proposes to do in written advice prepared under
section 8.6(1)(a) or 8.23(4)(a);
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(d) any other function conferred on the audit, risk and improvement committee
under these regulations or another written law.

Financial Considerations

Implementation of some audit recommendations may require additional funds and
will be the subject of separate budget submissions as and when required. The
Town’s Purchasing Policy and Procurement Framework will govern any required

engagements.

Risk Management Implications

Compliance
Medium

Environmental
Low

Financial Risk
Low

Reputational
Low

Declaration of Conflicts of Interest

All officers involved in the preparation of this report have considered and determined
that they do not have a conflict of interest in the matter.

Officer Recommendation — Item 9.2

That the Audit, Risk and Improvement Committee:
1. Receive the Audit Findings Log, and
2. Note the action taken or proposed action to be taken to address the
recommendations.

Voting requirements: Simple Majority
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9.3 Review of Risk Management Suite of Documents
Property Address N/A

Landowner/Applicant | N/A

File Reference GOVN/CCLMEET/18

Department Office of the CEO,

Previous Reports 12 June 2024

Authority/Discretion Legislative
Includes adopting local laws, local planning schemes &

policies.
Attachments 1. Current Risk- Management- Policy [9.3.1 - 4
pages]

2. Proposed DRAFT Town of Bassendean Risk
Management Policy 2026 [9.3.2 - 5 pages]

3.  Current Risk Management Framework 2024 [9.3.3
- 27 pages]

4. Proposed DRAFT Town of Bassendean Risk
Management Procedures 2026 [9.3.4 - 20 pages]

Purpose

The purpose of this report is for the Audit, Risk and Improvement Committee to
consider the administrative review of the Town of Bassendean (the Town) Risk
Management Policy and Procedures and if satisfied, recommend to Council adoption
of the reviewed documents.

Background

The Policy is due for review with the administration taking the opportunity to seek
assistance from Local Government Insurance Services (LGIS) to review the content
and provide guidance to the ARIC and Council with contemporary documentation
including simplified risk registers for ease of organisational use.

Proposal

That the ARIC recommends that Council adopts the reviewed Risk Management
Policy and Risk Management Procedures forming the Risk Management Framework,
as attached to this report.

Communication and Engagement

LGIS were consulted on this review to ensure its contemporary approach, and that

all tables and figures reflect the organisational structure and processes. The
reviewed Policy and Procedures were presented for consideration and feedback to
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the Corporate Management Committee (CMC) at its meeting of Monday 8 June
2026.

Strategic Implications

Performance Area 5: Performance
9.1 Continuously improve operational performance and service delivery.

Comment

The Local Government (Audit) Regulations 1996, Reg.17, requires the CEO to
review the appropriateness and effectiveness of the local government’s systems and
procedures in relation to the following matters:

(a) financial management
(b) legislative compliance, and
(c) risk management

Further, the CEO review may relate to any or all of the matters referred to in (a), (b)
and (c) above at any time, but each of those matters is to be the subject of a review
not less than once in every four (4) financial years.

Additionally, the CEO must report to the Audit, Risk and Improvement Committee the
results of each review carried out.

Given the legislative requirements of the CEO to review the appropriateness and
effectiveness of the Town'’s systems and procedures relating to risk management, it
is appropriate that the current Risk Management Policy and Framework form part of
this review.

To assist in clearly delineating the Policy from the Procedures, they are presented
separately with the knowledge and that as a collective they form the Risk
Management Framework.

The current Risk Management Policy is provided at Attachment 9.3.1, with a revised
draft version available at 9.3.2.

Further, the current Risk Management Framework (policy and procedures in one
document) is provided at Attachment 9.3.3 with a revised draft version of the Risk
Management Procedures at 9.3.4.

The current combined Policy and Framework were reviewed and adopted by Council
at the Ordinary Council Meeting held on 24 September 2024.
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The recent review identified the need for a more contemporary set of documents,
withe assistance of LGIS, discreet changes were made in some areas, however
important tables and visual depictions of process were major therefore it was
decided a revised set of draft documents be presented for ARIC consideration.

The documentation presented is now contemporary and fit for purpose.

Finally, LGIS have provided a simplified Excel based Risk Profile and Reporting
Register to assist with ensuring operational risks capture occurs, and risk registers
are updated.

Statutory Requirements

Local Government Act 1995
Local Government (Audit) Regulations 1996

Financial Considerations
Nil.
Risk Management Implications

Compliance
Medium

Environmental
Low

Financial Risk
Low

Reputational
Low

Declaration of Conflicts of Interest

All officers involved in the preparation of this report have considered and determined
that they do not have a conflict of interest in the matter.

Officer Recommendation — Iltem 9.3

That the ARIC recommends that Council adopts the reviewed Risk Management
Policy and Risk Management Procedures, as attached to this report.

Voting requirements: Simple Majority
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10 Motions of Which Previous Notice Has Been Given
11 Announcements of Notices of Motion for the Next Meeting
12 Confidential Business

13 Closure

The next Audit, Risk and Improvement Committee meeting will be held on
Wednesday 9 September 2026 commencing at 5.30pm.
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