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BASSENDEAN Ly

Council Policy

Investment Policy

Objective

To invest funds to ensure the maximisation of returns with due consideration of the
associated risks, whilst protecting the initial capital investment and future cash flows.

While exercising the power to invest, consideration is to be given to the preservation
of capital, liquidity, and the return of investment.

Investments are to be made in accordance with legislative requirements of the Local
Government Act and the associated Regulations.

« Preservation of capital is the principal objective of the investment portfolio.
Investments are to be undertaken and in a manner that ensures security and
safeguard the Town’s Investment Portfolio. This includes managing credit and
interest rate risk within identified thresholds and parameters.

« The investment portfolio will ensure there is sufficient liquidity to meet all reasonably
anticipated cash flow requirements, as and when they fall due, without incurring
significant costs due to the unanticipated sale of an investment.

e The investment is expected to achieve a yield that takes into account the Council’s
risk tolerance. Any additional return target set by Council will also consider the risk
limitation and prudent investment principles.

« Preference will be given to invest in financial institutions who do not invest in or
finance the fossil fuel industry.

« The Town will not make investments in companies that derive any revenues in the
following areas of activity:

a) Controversial weapons: Companies involved in the manufacture and/or
production of controversial weapons such as land mines, cluster bombs and
nuclear weapons;

b) Tobacco: Companies involved in the manufacture and/or production of tobacco
products.

e The Town will not make investments in companies that derive 10% or more of their
revenues in the following areas of activity:

a) Armaments: Companies involved in the manufacture and/or production of
armaments;

b) Gambling: Companies involved in the manufacture and/or production of
gambling machines and services and/or ownership of outlets housing these
machines;

c) Old growth logging: Companies involved in the logging of old growth forests.

d) Uranium Mining/Nuclear: companies involved in uranium mining and production
of nuclear energy.
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Council Policy

e The Town has determined that the Fund will not make investments in companies
that derive 1/3 (one-third) or more of their revenues in high carbon sensitive
activities.

o The Town will not engage in leverage investments of securities.

Legislative Requirements

All investments are to comply with the following:

e Local Government Act (WA) 1995

e Trustees Act (WA)1962 (As amended as at the 16 January 2013)
o Local Government (Financial Management) Regulations 1996

Delegation of Authority

Authority for implementation of the Investment Policy is delegated by Council to the
Chief Executive Officer (CEO) in accordance with the Local Government Act 1995.
(Section 6.14 of the Local Government Act 1995 & Section 19 of the Local Government
(Financial Management) Regulations 1996).

Ethics and Conflicts of Interest

In accordance with the Town’s Code of Conduct, Officers shall refrain from personal
activities that would conflict with the proper execution and management of Council’s
investment portfolio. All disclosures are to be in accordance with the Town’s Code of
Conduct.

A local government officer must act with the care, prudence, skill and diligence that a
prudent person acting in like capacity under similar circumstances would act.

Authorised Institution Investments

This policy authorises investment of the Town’s funds, including surplus funds, with
an Authorised Deposit-taking Institution as defined in the Banking Act 1959
(Commonwealth) section 5.

Investments are limited in accordance with the requirements of the Local Government
Act (Financial Management) Regulations 19C which provides:

19C. Investment of money — Restrictions on Act S6.14(2)(a)

(1) Inthis regulation —
authorised institution means —
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BASSENDEAN Ly

Council Policy

(@) an authorised deposit-taking institution as defined in the Banking
Act 1959 (Commonwealth) section 5; or

(b) the Western Australian Treasury Corporation established by the
Western Australian Treasury Corporation Act 1986;

foreign currency means a currency except the currency of Australia.
(2) When investing money under section 6.14(1), a local government may not
do any of the following —
(@) deposit with an institution except an authorised institution;
(b) deposit for a fixed term of more than 3 years;

(c) investin bonds that are not guaranteed by the Commonwealth
Government, or a State or Territory government;

(d) investin bonds with a term to maturity of more than 3 years;
(e) investin a foreign currency.

Overall Portfolio Limits
To control the Credit quality on the entire portfolio, a global credit framework will apply
to limit the percentage of the portfolio exposed to any particular rating category as

outlined below.

The maximum available limits in each category are as follows:

S & P Short Term

Direct Investment

Rating Maximum %
A-1 100%
A-2 60%

Counterparty Credit Limit

All investments made on behalf of the Town of Bassendean will comply where
applicable, with the credit guidelines based on the S&P ratings for each institution.
Exposure to an individual institution will be restricted, where applicable, by their S&P
rating so that single entity exposure is limited, as detailed in the table below:

S & P Short Term
Rating

Direct Investment
Maximum %

A-1

50%

A-2

30%

Investment Advisor
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Council Policy

The Town may appoint an investment advisor who must be licensed by the Australian
Securities and Investment Commission. The advisor must be an independent person
who has no actual or potential conflict of interest in relation to investment products
being recommended in accordance with the terms and conditions of this policy.

Reporting and Review

A monthly report will be provided to Council in support of the monthly statement of
activity. The report will detail the investment portfolio in terms of performance,
percentage exposure of total portfolio and maturity date.

Documentary evidence must be held for each investment and details thereof
maintained in an Investment Register.

For audit purposes, certificates must be obtained from the financial institutions
confirming the amounts of investments held on the Council’s behalf as at 30 June each
year and reconciled to the Investment Register.

GLOSSARY OF TERMS

Local Government Act 1995

Section 6.14 of the Local Government Act 1995 provides that “subject to regulations,
money held in the municipal fund or the trust fund of a local government that is not, for
the time being, required by a local government for any other purpose may be invested
in accordance with “Part Il of the Trustees Act 1962” (Trustees Act)”

Local Government (Financial Management) Regulations 1996

Regulation 19 of the Local Government (Financial Management) Regulations 1996
states a local government is to “establish and document internal control; procedures
to be followed by employees to ensure control over investments”

Regulation 19C provides for the definition of the authorised institution, and the
limitation of the investment funds.

Regulation 28 and 49 prescribe the disclosure requirements for investment in the
Annual Budget and Annual Financial Report respectively. Additional disclosure
requirements are also provided under the Australian Accounting Standards.
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Council Policy

As part of the reporting requirement under Regulation 34 Financial Activity Statement
Report, each local government is to include in its monthly statement of financial activity
any supporting information considered relevant by the local government. This should
include a monthly investment summary to ensure the performance of the investment
portfolio is in accordance with anticipated returns and complies with the investment

policy.

Preservation of Capital

Preservation of capital refers to an investment strategy with the primary goal of
preventing losses in an investment portfolio’s total value.

Prudent Person Rule

Investments will be managed with the care, diligence and skill that a prudent person
will exercise. Delegated Officers are to manage the Investment Portfolio to safeguard
the portfolios in accordance with the spirit of this investment policy, and not for
speculative purposes.

Trustees Act 1962

Section 17 of the Trustees Act 1962, states “a trustee may, unless expressly prohibited
by the instrument creating the trust -

(a) invest trust funds in any form of investment; and

(b) at any time, vary an investment or realise an investment of trust funds and reinvest
money resulting from the realisation on any form of investment”.

INVESTMENT DEFINITIONS
Authorised institution means —

(@) an authorised deposit-taking institution as defined in the Banking Act 1959
(Commonwealth) section 5; or

(b)  the Western Australian Treasury Corporation established by the Western
Australian Treasury Corporation Act 1986;

Foreign currency means a currency except the currency of Australia.

Reference — Local Government Act (Financial Management) Regulations

Bonds

Attachment 8.1.1 6 of 114



Council Policy

Bonds are financial securities issued by the Commonwealth, State or Territory
government authorities as a means of raising funds. These securities are restricted to
maturity of less than 3 years.

Security investments

Security investments (also known as ‘negotiable certificates of deposit’ or ‘bills of
exchange’ accepted or endorsed by Australian banks) are ‘discount securities’
because they are sold at a discount to their face value. The difference between the
purchase price (amount invested) and the face value (amount at maturity) represents
the interest earned.

Term deposit

A Term Deposit is an investment where the interest rate is guaranteed not to change
for the whole of the nominated term. It provides the security of knowing that interest
income is protected from fluctuations in investment markets.

S&P Credit Ratings

S&P stands for Standard and Poors, which is a globally accredited professional
organisation that provides analytical services. An S&P credit rating is an opinion of the
general creditworthiness of an obligor with respect to particular debt security or other
financial obligation based on relevant risk factors.

Credit ratings are based, in varying degrees, on the following considerations:

e Likelihood of payment;

e Nature and provisions of the obligation; and

e Protection afforded by, and relative position of, the obligation in the event of
bankruptcy, reorganization or other laws affecting creditors' rights.

The issue rating definitions are expressed in terms of default risk.

S&P Short Term Credit Rating A-1

This is the highest short term category used by S&P. The institutions capacity to meet
its financial commitment on the obligation is strong. Within this category, certain
obligations are designated with a plus sign (+). This indicates that the obligor's

capacity to meet its financial commitment on these obligations is extremely strong.

S&P Short Term Credit Rating A-2
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Council Policy

A short term obligation rated A-2 is somewhat more susceptible to the adverse effects
of changes in circumstances and economic conditions than obligations in higher rating
categories. However, the institutions capacity to meet its financial commitment on the
obligation is satisfactory.

Application

Responsibility for the implementation of this policy rest with the Mayor, Councillors,
Council delegates and Chief Executive Officer. The Policy is to be reviewed every
three years or as required in the event of legislative changes.

Policy Type: Strategic Policy Responsible Officer:

Chief Executive Officer

Delegated Authority:

Link to Strategic Community Plan: Leadership | Director Corporate Services

and Governance Manager Corporate Services

Last Review Date: January 2018
Next Review due by: March 2019
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Council Policy

6-16—Investment Policy

Policy Objective

To ensure the investment of the Town’s in_ a manner_thatfunds—to—-ensure-the
maximisesation-of returns, with due consideration of-the-associated risks, whilst
protectingpreserving the initial capital investment and ensuring future
liquidity future—eash—flows__ whilst balancing social and environmental
considerations.

Policy Scope

This policy applies to the investment of surplus, long term cash, current assets,
and other funds in authorised investments in accordance with the Local
government Act 1995 and Local Government (Financial Management) Requlations
1996.

Policy Statement

This policy sets out the parameters for the investment of the Town’s surplus funds.

Preservation of Capital

While—exereising—the—power—to—ilnvestments; are to be undertaken with

consideration-is-to-be-given-to-the-preservation of capital_the primary objective.;

Liquidity of Capital

The investment portfolio will be_managed to provideensure—there—is sufficient
liquidity to meet all reasonably anticipated cash flow requirements, as and when
requiredthey—fal—due; without incurring significant costs fromdue—to—the
unanticipated terminationsale of an-investments.

Performance

Fhe-ilnvestments are to be managed in accordance with is-expected-to-achievea
yield-thattakes-into-account-the-Council’s risk tolerance, while balancing revenue

objectives with credit and interest rate risk, within the portfolio and counterparty
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Council Policy
credit framework specified in this policy.-Ary-additional-returr-targetset-by-Gouneil
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BASSENDEAN

Home by the Swan

Credit Ratings

Credit ratings are determined by the likelihood an institution will fail to fulfil its
obligations and the risk of loss due to the failure to pay the interest or repay the
principal of an investment. Short term credit ratings refer to a term of 12 months or
less.

The Standard & Poor’s (S&P) Short Term Credit Ratings (or equivalent Moody’s or
Fitch) attributed to each individual institution will be used to determine maximum

holdings:

e A - 1: Strong capacity to meet financial commitments, but somewhat
susceptible to adverse economic conditions and changes in circumstances.

e A - 2: Adequate capacity to meet financial commitments, but more
susceptible to adverse economic conditions.

Overall-Portfolio Credit FrameworkLimits

To control the cCredit quality ofr the Town’s investmententire portfolio, a global
credit framework will apply to limit the percentage of the portfolio exposed to any

particularratingcredit rating category-as-eutlined-below.

The maximum available limits in each category are as follows:

S & P Short Term Direct Investment
Rating Maximum %
A-1 100%
A-2 60%

Counterparty Credit FrameworkLimit

framework will apply to limit the percentage of the portfolio exposed to any
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BASSENDEAN —
Council Policy
iqdividual !nstitution.wuybefrgsmetedfmdmagpneabbfby%he#%mﬁﬂgsem

: The maximum

investment in a sinqular institution is as follows:

S & P Short Term Direct Investment
Rating Maximum %
A-1 50%
A-2 30%

Authorised Institution-Investments

trvestments—are—limited—iIn accordance with the requirements of the Local
Government Aet-(Financial Management) Regulations, investments are limited to

19C which provides:

e Deposits with Authorised Deposit-taking Institutions, not exceeding a fixed
term of 3 years.

e Bonds guaranteed by Commonwealth, State or Territory Governments, not
exceeding a term to maturity of 3 years.

e Those made in Australian Currency.
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Council Policy

J

Fossil Fuel Free Investments

When making investment decisions, the Town will give preference to institutions
that do not invest in or finance the fossil fuel industry, where:

e The investment complies with all other elements of this Policy, and

e Theinterest rate is at least XX% of, and no more than XX basis points below,
the interest rate available for comparable investment options available at
the time.

The Town will use external resources to monitor prevalent non-fossil fuel lenders
and determine those institutions that do invest in or finance the fossil fuel industry.

Investment Advisor

The Town may appoint a_licensedr investment advisor to manage the Town’s

investments in accordance with this policy, and the use of an external platform to

manaqe its |nvestmentswhe—maskbe—heensed—by—the—Aus#a+lan—Seeuﬁnes—and

Reporting and Review

An investment-menthly report will be provided to Council in-suppert-efthe monthly,
as part of the statement of financial activity. The investment report will detail the

investment portfolio in terms of performance, investment maturity, portfolio and
institution credit exposure, and investment mix between fossil fuel and non-fossil

fuel lenderspercentage exposure of total portfolio and maturity date.
Documentary-evidence—must-be-heldforeach-iInvestments—and-detailsthereof

maintained-n an Investment Register, supported by documentary evidence.

For audit purposes, certificates must be obtained from Authorised Deposit-taking

the—ﬁﬂaneraJ—}lnstltutlons conflrmlng the amounts of investments held on the
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Document Control box

Document Responsibilities:

Director Corporate

Owner Business

Owner: Services Unit: Corporate Services
Inception Date: g(;;fzt November Decision Maker: | Council

. . . Repeal and | Existing Investment
Review Date: Biannual Replace: Policy 2018

Compliance Requirements:

Legislation:

Local Government Act 1995
Local Government (Financial Management) Regulations

1996
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Draft Amended Investment Policy
Policy Objective
To ensure the investment of the Town’s funds in a manner thatimaximises returns, with due

consideration of risks, preserving the initial capital investment and ensuring future liquidity, whilst
balancing social and environmental considerations.

Policy Scope
This policy applies to the investment of surplus{long term cash, current assets, and other funds in

authorised investments in accordance with the Local government Act1995 and Local
Government (Financial Management) Regulations 1996.

Policy Statement
This policy sets out the parameters forthelinvestment of the Town’s surplus funds.
1. Preservation of Capital
1.1 Investments are to be undertaken with préservation of capital the primary objective.
2. Liquidity of Capital
2.1 The investment portfolio wilkbe managedito provide sufficient liquidity to meet all
reasonably anticipated cash flowsrequirements, as and when required without incurring
significant costs from unanticipated termination of investments.
3. Performance
3.1 Investments are to be managed in accordance with Council’s risk tolerance, while
balancing revenue objectives with credit and interest rate risk, within the portfolio and
counterparty credit framework specified in this policy.
4. Credit Ratings
4.1  Credit ratings are determined by the likelihood an institution will fail to fulfil its

obligations and the risk of loss due to the failure to pay the interest or repay the principal
of an investment. Short term credit ratings refer to a term of 12 months or less.

Draft Investment Policy Page 1 of 4
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4.2 The Standard & Poor’s (S&P) Short Term Credit Ratings (or equivalent Moody’s or
Fitch) attributed to each individual institution will be used to determine maximum
holdings:

e A -1: Strong capacity to meet financial commitments, but somewhat susceptible to
adverse economic conditions and changes in circamstances.

e A -2: Adequate capacity to meet financial commitments, but more susceptible to
adverse economic conditions.

5. Portfolio Credit Framework

5.3 To control the credit quality of the Fown’s investment portfolio, a global credit framework
will apply to limit the percentage of theyportfolio exposed to any.credit rating category.
The maximum available limits in each'category areds follows:

S & P Short Term Direct Investment
Rating Maximum %
A-1 100%
A-2 60%

6. Counterparty Credit Framework

6.1  To minimise risk exposure to an individual institution, a counterparty credit framework
will apply to limitthe percentage of the portfolio exposed to any individual institution.
The maximum investment in a singular institution is as follows:

S & P Short Term Direct Investment
Rating Maximum %
A-1 50%
A-2 30%

7. Authorised Investments

7.1 In accordance with the requirements of the Local Government (Financial Management)
Regulations 1996, investments are limited to:

7.1.1 Deposits with Authorised Deposit-taking Institutions, not exceeding a fixed term
of 3 years.

Draft Investment Policy Page 2 of 4
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7.1.2 Bonds guaranteed by Commonwealth, State or Territory Governments, not
exceeding a term to maturity of 3 years.

7.1.3 Those made in Australian Currency.

8. Fossil Fuel Free Investments

8.1

8.2

When making investment decisions, the Town will give preference to institutions that do
not invest in or finance the fossil fuel industry,where:

8.1.1 The investment complies with all ether'elements of,this Policy, and

8.1.2 The interest rate is at least XX% of, and no more than XX basis points below, the
interest rate available for comparable investment options available at the time.

The Town will use external resources to-monitor prevalent non-fossil fuel lenders and
determine those institutions,that do invest'in orfinance the fossil fuel industry.

9. Investment Advisor

9.1

The Town maysappoint a licensed investmentadvisor to manage the Town’s
investments in accordance with'this policy, and the use of‘an external platform to
manage' its iInvestments.

10. Reporting and Review

10.1

10.2

10.3

An investment report will be provided to'Council monthly, as part of the statement of
financial activity. The investmentreport will detail the investment portfolio in terms of
performance, investment.maturity, portfolio and institution credit exposure, and
investment mix between fossil fuel and non-fossil fuel lenders.

Investments must'be recorded in an Investment Register, supported by documentary
evidence.

For audit purposes/ certificates must be obtained from Authorised Deposit-taking
Institutions confirming the amounts of investments held on the Council’s behalf as at 30
June each year and reconciled to the Investment Register.

Draft Investment Policy Page 3 of 4
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Director Corporate
Services

Draft November
2022

Corporate Services

Council

Existing Investment
Policy 2018

Biannual

Local Government Act 199

Local Government (Fing ations 1996

Draft Investment Policy Page 4 of 4
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Audit Committee Chair Forum summary ( /A

October 2022

Office of the Auditor General
Serving the Public Intere

On 13 October 2022, the OAG hosted its fifth Audit Committee Chair Forum. Auditor General Caroline
Spencer provided an overview of the 2022 audit season, including audit access and provided a
presentation on considerations for audit committees in the era of sustainability reporting. Assistant
Auditor General Forensic Audit, Carl Huxtable, presented on the OAG’s Fraud Risk Management -
Better Practice Guide and the tools available to assist entities to uplift their fraud resilience.

Key points of the presentations are provided
below.

Audit access and information
gathering powers

Access powers are provided by the Auditor
General Act 2006. Although it is essential our
auditors see everything to be able to do their
job, we don't disclose everything.

The Office is currently engaging with key public
sector entities to provide clarity for the sector
around the information the OAG can obtain and
how it is used. We will issue guidance with
central agencies once finalised.’

Sustainability reporting
This is a new area of reporting, that has central agency direction and coordination through the
Departments of Treasury and Water and Environmental Regulation.

The WA Government climate change policy is based on an emissions reduction target to 80% below
2020 levels by 2030. Progress towards this target is expected to be reported from the 2023-24 financial
year. Not all entities will be required to have the same reporting requirements depending on the
business operations.

To prepare we are engaging with central agency regulators and upskilling our staff. Discussions with
entities will be preliminary as disclosures in entity financial statements are still some time away.

For now, public sector audit committees should be preparing to
understand how the increased reporting requirements will
impact their entity and prepare to evolve reporting processes. It
is key to continue to focus on core service delivery and neither
ignore nor catastrophise the future requirements. It is important
to be considered in the suite of entity’s usual reports and audit
obligations.

Some additional reading can be found the links below:

e Climate-related risks (aasb.gov.au)

e \Western Australian Climate Change Policy

' Since the forum, the Attorney General has introduced the Auditor General Amendment Bill, 2022, in which
our office was consulted

Office of the Auditor Geiieral WA


https://www.aasb.gov.au/research-resources/hot-topics/climate-related-risks/
https://www.wa.gov.au/service/environment/environment-information-services/western-australian-climate-change-policy

Fraud Risk Management - Better Practice Guide

A robust and well-targeted fraud risk management
program can minimise the likelihood and consequences
of fraud events. The program should be tailored to an
entity’s objectives, environment and risk profile. The
Fraud Risk Management — Better Practice Guide, aims
to assist entities to uplift their fraud resilience and raise
the standard of fraud and corruption control across

the WA public sector.

The guide along with the included tools can be found on
our website.

If you have any feedback on the forum or topics you would like presented, email
communications@audit.wa.gov.au. Our next forum is scheduled for March or April 2023.

Office of the Auditor General WA



https://audit.wa.gov.au/reports-and-publications/reports/fraud-risk-management-better-practice-guide/
mailto:communications@audit.wa.gov.au

OAG

Office of the Auditor General
ng the Public Inte

Caroline Spencer

Auditor General for Western Australia
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Attachment 8.3.2

Agenda

Financial audit season update

Audit access and information gathering
powers

Sustainability reporting — some key WA
Government initiatives

Sustainability reporting — thoughts for Audit
Committees

OAG

Office of the Auditor General
Serving the Public Interest
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https://connect.oag/Business
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https://isorepublic.com/

Financial audit update

OAG

Office of the Auditor General

Serving the Public Interest
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Overview

o State:
« 2020-21: record number of qualifications: 31 matters at 17 entities
o 2021-22: new record?
« 83 opinions issued by 28 September 2022 — behind 2021.

» Most financial auditors have moved onto local government sector, will come
back to outstanding State government entities in November/December

* Local government:
« 2020-21: many delays — OAG, LGs, 5 still outstanding
o 2021-22: commenced, some ahead of schedule

OAG

eeeeeeeeeeeeeeeeeeeeee
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Audit preparedness - getting ready for a financial audit

* Prior year findings
* Preparing financial statements
* [nformation requirements

« Data

« Agreed reporting timeframes

OAG

Office fth Adt G
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Getting ready for a financial audit

* Asset records

« Valuations

» Contaminated sites

« Rehabilitation provisions

« Developer contributions (LG)

OAG

Office fth Adt G
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Western Australian

Auditor General’s Report ImprOV|ng the flnanCIaI reportlng
and audit process

REPORT

Western Australian Public Sector
Ein%ncial Statements — Better Practice
uide

This guide has been developed to promote better practice principles for financial statement
preparation for the WA public sector.

Western Australian

Public Sector Financial

Statements — Better Offce o the Audor Gner
Practice Guide

& Download PDF

Annual Financial Audit
Planning Summary

Contents Toolkit

2 The following tools are Microsoft Word and Excel spreadsheets.
Toolkit

Report 28: 2020-21
14 June 2021

Tool 1: Example - Risk analysis for financial statements

=4 Give your feedback

Tool 2: Template — Lessons learned tracking sheet

& Subscribe to reports Tool 3: Template - Project schedule

South Metropolitan Health Service

Year ended 30 June 2022

17 March 2022 Office of the Auditor General
Serving the Public Intereat ‘ !A“ J
Office of the Auditor General
Serving the Public Interest
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Tool 11

Tool 11 example: Requirements for supporting

documentation

Introduction

The financial statements are based on accounts and records. There should be a clear

management trail of supporting evidence indicating how each item in the financial statements

is derived and/or substantiated.

The following example outlines the types of supporting evidence required for selected

financial statements items.
Item

Cash on hand
and at bank

Attachment 8.3.2

Supporting documentation

Schedule of cash and bank balances as at year-
end.

Responsibility Due date

Confirmation certificates from cash holders
stating the amount held at year-end.

Bank reconciliations for all bank accounts at
year-end with bank statements and supporting
documentation for reconciling items.

A schedule of all bank accounts including
information on bank account numbers, branch
and domicile. The schedule includes bank
accounts as at year-end and accounts that were
opened and/or closed during the year.

Mrnfirmatinne frinm hanle far all hanlk acrconinte

OAG

Office of the Auditor General

Serving the Public Interest
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Tool 12

Tool 12 checklist: CFO assurance

Introduction

Smaller entiies can combine The Chief Finan(_:ig! Officer (CFO) of an entity generalllyr has
Tool 12 and 13 and tailor it for primary responsibility for the preparation of the financial
their own circumstances statements and is a co-signatory, with the accountable
authority, to the financial statements._ It is therefore
appropriate that the CFO ensures that necessary processes have been conducted and that
the financial statements present fairly in accordance with the financial reporting framework.

The following checklist is provided as a tool in considering a range of issues relating to the
preparation of an entity’s financial statements. It may aJSbt the CFO in dbc:hargmg hlsfher
responsibilities. Further, it may form the =~ - *-~~ T TR M e e
and the accountable authority in prepar  CFO assurance checklist

have been considered.
CFO checklist item

Actioned?
(Yes/No)

corrective action has been taken.

Review OAG and internal audit findings from previous year and ensure appropriate

opportunities for improvement.

Review the previous year's financial statements preparation process and identify

improved practice.

Review relevant OAG audit reports and better practice guides for suggestions for

implications of their approach.

Review the OAG audit planning summary document for the year and identify any

from fraud or error.

Identify and assess the nisks to the completion of the financial statements, whether

Attachment 8.3.2

OAG

Office of the Auditor General

Serving the Public Interest
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Tool 13

Tool 13 checklist: CFO and finance team assurance
processes for audit committee

Introduction

This checklist is an example of what a CFO/finance area
might provide to the audit committee in regard to the
financial statements process. It includes examples of actions
that the finance team may take throughout the year to
support the CFO and audit committees in meeting their financial statements certification
responsibilities. The checklist should be tailored to meet the entity’s particular circumstances
and actions completed.

Smaller entities can combine
Tool 12 and 13 and tailor it for

their own circumstances

CFO and finance team assurance processes for supporting audit committee
The checklist would normally be applied o certification checklist

financial statements and annual report of :
P CFO and finance team checklist item ’uﬁ;g?:;?

The project plan/schedule/risk assessments have been amended to reflect any
relevant audit committee feedback from discussions with the CFO on lessons
learnt from the prior-year financial statements preparation process and the
completion of the OAG audit.

The CFO/finance team has briefed the audit committee on management's
response to any relevant audit committee or OAG feedback on implementation
plans for addressing any outstanding audit findings and identified audit
adjustments from the prior year.

The CFO/finance team has briefed the audit committee on any changes in the
entity’s operations that may affect the financial statements, for example, new
responsibilities, asset types or restructures.

The CFO/finance team has briefed the audit committee on any changes in
accounting standards and TIs/LG Regs that may affect the financial statements in
the current year.

Attachment 8.3.2

OAG
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Tool 14

Tool 14 template: Chief financial officer’s report

Introduction

The purpose of the CFO’s report is to provide the accountable authority, through the audit
committee, with assurance that an entity’s financial statements are suitable for signing by the
accountable authority (and the CFO) in accordance with the requirements of the FM Act, Tls,

LG Act and LG Regs.

It is generally accepted that the repo
the entity’s audit committee, to supp
relation to an entity’s financial staten

Attachment 8.3.2

Chief financial officer report

Overview

Include a summary explanation that the financial statements are ready for signature,
highlighting any particular issues that the audit committee and the accountable authority
should be aware of, such as:

. expected modifications or other references to be included in the auditor's report
. significant improvements or deterioration in the entity’s result or financial position
. significant movements in financial statements balances or significant write-offs.

Regulatory requirements

Indicate the basis on which the financial statements have been prepared and outline any
substantive changes to legislative and accounting standards’ requirements.

Accounting policies and disclosures

Outline the key accounting policies that underpin the financial statements and highlight any
significant changes made to these during the year.

OAG

Office of the Auditor General

Serving the Public Interest
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Audit access and
information
gathering powers
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Audit access and information gathering powers

N

* The Auditor General is provided
access powers as part of the Auditor
General Act 2006

« The Office is currently undertaking a
program of engagement with key
Government and public sector
entities to provide clarity for the
sector around the information the
OAG can obtain and how it is used.

« We expect further developments in
the future on this front, and will issue
guidance with central agencies.

OAG

Office fth Adt G
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Key WA Government initiatives

« Emissions target — reducing public
sector emissions by 80% below 2020
levels by 2030

« State electric vehicle strategy

« Climate adaption strategy

 Climate science initiative
 Decarbonisation and a Just Transition

« Climate risk reporting

OAG

Office of the Auditor General
ing the Public Interest
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Types of climate risk

Climate change risk refers to the potential negative or positive impacts of natural hazards
and climate under the influence of rising global greenhouse gas emissions

% Physical risks

Transition risks = \ Liability risks Corporates may also consider
with a lens of:

. - . Risks associated with changes in Risks associated with people or
Risks arising from the direct or _ ) . . "
indirect impacts of the changing policies, laws, technologies and businesses seeking compensation .§§§ . .
climate markets, in the transition to a for losses suffered due to climate {6;; Operatl ng risks
lower-carbon economy change
= Direct damage to assets = Stranded assets = Business disruption resulting from
_'/T -
* Increased insurance claims * Impacts on pricing and demand litigation Market risks
* Supply chain disruptions » Defaults on loans = Public and private sector penalties
= Disruption to government services = Changing public/consumer resulting from litigation
expectations —— @ Regulatory risks

Source: Department of Water and Environmental Regulation, Climate change risk management guide (interim): Practical

guidance for the Western Australian public sector to assess and manage climate change risks, 10 February 2022 O r\
’f wJ

Office of the Auditor General
Serving the Public Interest
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Sustainability reporting

Thoughts for audit committees

Office of the Auditor General
Serving the Public Interest

40 of 114



Background to modern reporting and assurance

Reporting — recording things (grain, livestock etc), >5000 years old
Auditing — ‘to listen to the account’, ~800yrs,

Modern financial reporting and auditing — established with early mercantile companies — C19th railways etc. — due
to separation of ownership & control (i.e. agency theory)

Evolving — common frameworks, standards and practices to:
o enhance consistency, for quality and comparability (across entities, sectors, over time)
o enhance usefulness, to meet emerging information needs and wants (e.g. digital reporting)
o move beyond financial resources to non-financial (public sector performance, water, carbon, modern slavery...)
Driven by:
o Those with an interest (the ‘rulers’, investors, owners, lenders...)
o Community

o Regulators

Underpinned by the financial imperative, hence the primacy of financial reporting

OAG

Office of the Auditor General

Serving the Public Interest
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Climate change risk reporting and assurance - the landscape

 Emerging area of practice — part of sustainability reporting
« Complex — all the challenges of financial reporting, and then some!
- Data and modelling — incomplete, requires very careful interpretation and use

« Diversity of responses — depends on risk owner. Different policy levers available
for government and for private sector (‘too big to fail’?)

« Capacity and capability — severe lack of skills & experience

OAG

Office fth Adt G
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Disclosures — an Australian perspective

* New International Sustainability
Standards Board (ISSB)

o Sustainability-related financial disclosures
prioritised

o Expect standards to prioritise climate, build
on existing frameworks g{e.g. GRI, TCFD)

and focus on the for-profit sector before
NFP (incl. govt) sectors

o Australia (through AASB) is a ‘standard
taker’

* Whole of government framework for each
jurisdiction (GFS/Uniform presentation)

 Why disclose?...Lenders care, our
community wants to know

Office of the Auditor General
Serving the Public Interest
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Disclosures — some reporting principles

E.g. TCFD

* risk management
* metrics & targets

governance
strategy

Source: The Taskforce on Climate-related Financial Disclosures, Targets & Metrics Guidance 2021, p. 8

Attachment 8.3.2

1

Disclosures should
represent relevant
information

5

Disclosures should
be comparable
among companies
within a sector,
industry, or portfolio

2

Disclosures should
be specific and
complete

6

Disclosures

should be reliable,
verifiable,

and objective

Principles for Effective Disclosures

3

Disclosures should
be clear, balanced,
and understandable

7

Disclosures should
be provided on
a timely basis

4

Disclosures should
be consistent

over time

OAG

Office of the Auditor General
ing the Public Inte
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What public sector agencies are
doing

 E.g. In WA, agencies are to engage in ‘first
pass climate change risk assessment’:

o ldentify physical climate risks
o ldentify and prioritise risk treatments

o Qualitative assessment only (at this stage)
« Some agencies more advanced than others

« Coordination & collaboration will be required,
as many decisions will impact on others

« Central agency direction and
coordination — Treasury/DWER climate

reporting framework 2023
OAG

Office of the Auditor General
ing the Public Interest
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Attachment 8.3.2

What auditors are doing

Engaging with regulators (central agencies)

As part of assessing the risk
management process, determine if
climate change risks are being
considered (where necessary)

Discuss with agencies where they are
at with their early implementation (WA
= first pass assessments’)

Disclosures in agency financial
statements still some time away

Some audit offices examining
preparedness for implementation

OAG

Office of the Auditor General
Serving the Public Interest
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Considerations for public sector audit committees

« Starting the journey — first, seek to
understand the Question

o Only then can you develop a response

« Keep an open mind about what reporting &
assurance will look like, but framed within
existing disciplines and approaches

o First principles — existence,
completeness, cut-off, rights & obligations,
accuracy and valuation, presentation &
disclosure etc etc.

* The reporting & assurance wheel does not
need reinventing, just ongoing evolution
and, of course, continuous improvement.
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Considerations for public sector audit committees

Prudence — balance enthusiasm with capacity and
capability

Always focus on core service delivery — including
full and frank advice around impacts if focus diverted

Distinguish between organisational purpose and
strategy

Part of wholistic risk management, not separate
from

Whole of Government focus, central agency
coordination

Uncertainty — acknowledge, engage with and be
explicit about potential trade-offs in planning & policy

Neither ignore, nor catastrophise

OAG

Office of the Audltor General
ublic Interest
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Useful links

Climate-related Risks (aasb.gov.au)

* Project insights: Developing sustainability-related financial reporting standards in Australia (June 2022)

* Position Statement on Extended External Reporting Framework (March 2022) - TCED

* Position Statement on Extended External Reporting & Assurance

 Climate related Risk & Financial Statements: Implications for Requlators, Preparers, Auditors and Users

Task Force on Climate-Related Financial Disclosures | TCFD) (fsb-tcfd.org)

GRI - Home (globalreporting.orq)

Western Australian Climate Change Policy | Western Australian Government (www.wa.gov.au)

OAG

Office of the Audltor General
ublic Interest
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https://www.aasb.gov.au/research-resources/hot-topics/climate-related-risks/
https://www.aasb.gov.au/admin/file/content102/c3/AASB_AUASBJointBulletin.pdf
https://www.aasb.gov.au/admin/file/content102/c3/AASB_AUASBJointBulletin.pdf
https://www.aasb.gov.au/admin/file/content102/c3/AASB_AUASBJointBulletin.pdf
https://www.aasb.gov.au/admin/file/content102/c3/AASB_AUASBJointBulletin.pdf
https://www.fsb-tcfd.org/
https://www.globalreporting.org/
https://www.wa.gov.au/service/environment/environment-information-services/western-australian-climate-change-policy

Thank you and questions

_ Rl ~

A

OAG

Office of the Auditor General
Serving the Public Inter

est
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The Office of the Auditor General acknowledges the traditional custodians throughout
Western Australia and their continuing connection to the land, waters and community. We
pay our respects to all members of the Aboriginal communities and their cultures, and to

Elders both past and present.
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THE PRESIDENT THE SPEAKER
LEGISLATIVE COUNCIL LEGISLATIVE ASSEMBLY

FRAUD RISK MANAGEMENT - BETTER PRACTICE GUIDE

This report has been prepared for submission to Parliament under the provisions of section
23(2) and 24(1) of the Auditor General Act 2006.

Better practice checklists regularly feature in my Office’s performance audit reports as a
means of providing guidance to help the Western Australian public sector perform efficiently
and effectively. This is the third comprehensive stand-alone better practice guide we have
produced.

Gy

CAROLINE SPENCER
AUDITOR GENERAL
22 June 2022
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Auditor General’s overview

Fraud and corruption are ever present and growing threats to businesses,
including the Western Australian public sector. As well as loss of funds,
fraud and corruption can result in loss of confidence in government
institutions. The community needs to have faith that the public sector is
serving them well for democracy to work.

The social contract between taxpayer and Government is threatened
when public money is misappropriated or other wrongdoing occurs. It
strikes at the core of trust, accountability and transparency in Government.

Good governance is important to protect our power, water, justice and transport
infrastructure, as well as our health, education and regulatory systems from ineffectiveness,
inefficiency and of course failure to deliver what people need when they need it.

It is therefore critical that all levels of the Western Australian (WA) public sector commit to
good governance to safeguard public assets from fraudulent or corrupt activity. To do this,
every WA public sector entity must understand, in detail, the risks that occur generally within
the public sector environment and the specific risks relevant to the activities they undertake.

A common motivator for most people who join the public sector is a desire to do a good job.
To assist with this we develop and share guidance on better practice. The purpose of this
Better Practice guide is to raise the standard of fraud and corruption control across the WA
public sector. Parts 1 and 2 of this guide are aimed at decision makers, highlighting the
importance of a fraud and corruption risk management program and the current state of fraud
control in the WA public sector. Part 3 is aimed at guiding those responsible for developing
and implementing an entity’s fraud risk management program.

The guide follows the establishment of our Forensic Audit team as set out in my report of
December 2021, its purpose being to uplift fraud resilience within the WA public sector. As
has always been the case, public sector entities are responsible for the prevention and
detection of fraud and corruption. This guide is intended to empower entities to do more to
discharge their governance responsibilities by better controlling their risks of fraud and
corruption.

We encourage entities to use this guide along with the tools and other available resources to
manage the risk of fraud against their entity. While fraud risks cannot be eliminated, a robust
and well-resourced fraud risk management program can minimise the likelihood and
consequences of fraud events.

We thank the Commonwealth Fraud Prevention Centre for their generous support in helping
develop this guide as well as McGrathNicol Advisory for their guidance. We also extend our
appreciation to the State entities that provided valuable feedback on the draft guide.
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Part 1: Introduction
1.1 About this guide

This Better Practice Guide aims to help Western Australian (WA) public sector entities to
manage their fraud and corruption risks. It outlines why fraud and corruption risk
management is important (Part 2) and provides practical guidance on the process of
developing a fraud and corruption risk management program (Part 3).

The guide refers to a range of tools which are included in the appendices and available on
our website (www.audit.wa.gov.au). The online tools will be updated as required.

1.2 Who should use this guide

This guide is intended for use by WA public sector entities (entities) and may be applicable to
other organisations.

Parts 1 and 2 are intended for directors general, chief executive officers, managers and other
key decision makers. Part 1 outlines the high-level principles entities should apply to fraud
and corruption risk management and Part 2 highlights the importance of entities
implementing an effective fraud and corruption risk management program.

Part 3 is for those tasked with fraud risk management within an entity. It aims to step them
through the process of developing, executing and monitoring an entity’s fraud and corruption
risk management program.

Ultimately, preventing and detecting fraud and corruption is the responsibility of every person
in the WA public sector, and as such, this guide may be relevant for all public sector
employees.

1.3 What is fraud and corruption

Fraud and corruption involve a benefit being obtained through dishonesty and/or an abuse of
position to the detriment of another person or entity (Figure 1). They can pose a risk to an
entity’s finances, reputation, and service delivery. More seriously, they go to the heart of trust
and confidence in Government. In this guide, we use the term fraud to include corruption.

4 Corruption
" where an employee |}
abuses his or her
position to achieve
advantage for
themselves

or others

Fraud
involves
deception that
causes actual
or potential
financial loss

Fraud and

corruption can:
+ undermine trust
+ damage reputation

+ waste public
resources

Source: OAG using information from the Victorian Auditor General's Office — Fraud and Corruption Control report,
March 2018

Figure 1: Definitions of fraud and corruption
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Not all fraud can be prevented — every organisation, public or private, is vulnerable. A robust
and rigorous fraud control system, with appropriate prevention and detection processes, can
reduce the risk of fraud occurring and minimise losses.

To effectively fight fraud an entity must first acknowledge that fraud occurs and then seek to
understand how and why it occurs. The fraud triangle (Figure 2) outlines 3 key elements that
are generally present when fraud has occurred in an entity:

) Opportunity — a vulnerability within systems or processes is identified and
exploited.

. Motivation — also referred to as pressure, is the reason someone commits fraud.
o Rationalisation — how someone justifies their fraudulent behaviour to themselves.

With the right mix of motivation, opportunity and rationalisation even the most trusted
employee can be tempted to commit a fraudulent act.

Rationalisation
+ Sense of entitlement
* Organisational culture
+ Perceived low pay

* Weak internal controls
« Blind trust
* Technology

Motivation

« Addictions

« Lifestyle

« Economic pressure

Source: OAG adapted from Other People’s Money'
Figure 2: The fraud triangle

A fraudster’s personal motivation and the ability to rationalise their behaviour is largely
beyond an entity’s control although, entities will benefit from being alert to and aware of
behavioural red flags in respect of their staff and suppliers. The most effective way for an
entity to manage its risk of fraud is by controlling the opportunity — implementing or
enhancing controls aimed at preventing fraud or detecting it quickly if it does occur.

1.4 Fraud control principles

To build a robust and effective fraud risk management program requires 10 essential
principles. Each of the following principles link to 1 or more stages of a better practice fraud
risk management program as set out in this guide.

' Other People’s Money: A Study in the Social Psychology of Embezzlement, Dr Donald Cressey, Free Press 1953.
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Strong leadership

Recognise fraud as a
business risk

Adequate control
resourcing

Clear accountability for

fraud control

Implement and maintain

an effective fraud
control system

Periodic assessment of

fraud risks

Effective awareness
raising program across
the entity

Open channels to report
suspicions of fraud

Implement a fraud
detection program

Consistent response to
fraud incidents

An entity’s leadership must model a commitment to fraud control,
establishing a strong ‘tone at the top’ culture to demonstrate their
personal commitment to operating with integrity and encouraging a
‘finding fraud is good’ mindset.

Entities must acknowledge they are vulnerable to fraud. Fraud should
be viewed and treated in the same way as an entity’s other enterprise
risks.

Entities should invest in appropriate levels of fraud control resourcing
including specialist information system security management
personnel.

Entities should establish clear personal accountabilities for fraud
control at the governance, executive management and management
levels.

An effective fraud control system (FCS) can reduce the opportunity for
fraud. It needs to align with better practice guidance, be fully
implemented, monitored and updated periodically.

Fraud risk assessments should be carried out periodically or whenever
a significant change that affects the entity occurs.

To ensure employees recognise red flags for fraud, entities should
establish an effective awareness program.

To encourage whistle-blowers to come forward entities should support:

e active reporting of fraud through accessible anonymised reporting
channels

e ensure that the entire workforce is aware of organisational
expectations for reporting detected or suspected cases of fraud

e ensure they have robust whistle-blower protection policies and
procedure that includes assurance that victimisation of those who,
in good faith, make such reports will not be tolerated.

An effective fraud detection program that includes detection measures
such as data analytics and post-transactional review are important.

Rapid and robust response to suspected fraud events with effective
investigation procedures will drive decisive action and result in better
outcomes for detected fraud incidents.

A strong and consistent response to all fraud events will send a strong
message to the workforce that the entity will not tolerate fraud, no

matter how minor.

Source: OAG

Table 1: Foundation principles for fraud control

1.5 Acknowledgements

We would like to express our appreciation to the entities and their employees who
contributed to the development of this guide.

We also acknowledge and express our appreciation to the Commonwealth Fraud Prevention
Centre (CFPC) and Standards Australia, who willingly shared their original intellectual
property in the development of this guide, and McGrathNicol Advisory, who were engaged to

provide technical expertise.
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Part 2: Why develop a fraud risk management
program

2.1 Overview

In this part of the guide, we outline why entities should develop a fit for purpose fraud risk
management program. In summary:

. there are WA government requirements to implement integrity measures to protect the
financial and reputational position of entities

° the financial, reputational and human impact on an entity and its employees when fraud
occurs can be significant

. entities’ fraud control maturity is not meeting best practice.

Fraud risk management has a critical role in preventing and promptly detecting fraud to
minimise loss, retain trust in entities and protect employees.

2.2 Public sector requirements
Entities are required to consider their risks and implement protections.

Treasurer’s Instruction (T1) 825 requires all WA State government entities to develop and
implement a risk management program. The Tls state, where possible, entities’ policies and
procedures should be consistent with Australian Standards including:

. AS I1SO 31000:2018 — Risk management - Guidelines (risk standard)
. AS 8001:2021 — Fraud and corruption control (fraud control standard).

Similarly, Regulation 17 of the Local Government (Audit) Regulations 1996 requires local
government CEOs to review their entity’s systems and procedures, including for risk
management, to ensure they are effective and appropriate for the entity’s needs.

In addition to these requirements, the Public Sector Commission encourages all entities to
commit to implementing its Integrity Strategy for WA Public Authorities 2020-2023. This
strategy includes the Integrity Snapshot Tool which enables entities to self-assess their
current integrity position and help identify areas for improvement.

This guide is intended to aid all entities in the application of the above Australian Standards
and is not a replication of them. Entities should obtain a copy of the above from Standards
Australia or from an authorised distributor to ensure a full and proper understanding of the
content and their compliance with them.?

2.3 Impact of fraud in the WA public sector

The Association of Certified Fraud Examiners Report to the Nations 2022, estimated that
fraud losses in businesses, government and not-for-profits are approximately 5% of their

2 Reproduced by Office of the Auditor General (WA) with the permission of Standards Australia Limited under licence
CLF06220AGWA.

Copyright in AS 8001:2021 and AS ISO 31000:2018 vests in Standards Australia and 1ISO. Users must not copy or reuse this
work without the permission of Standards Australia or the copyright owner.
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annual turnover.? If this estimate is an accurate reflection of actual fraud losses within the
WA public sector, the impact on the people of WA, and the services to them, is considerable.

Fraud within the WA public sector is typical of instances in other jurisdictions and sectors
where investigations regularly find deficiencies within entities’ controls. These deficiencies

may have been identified earlier if the entities had a robust and rigorous fraud risk

management program in place.

The following is a short summary of some detected fraud events within the WA public sector
in the last 15 years and the practical impact on service delivery. These incidents demonstrate
that the WA public sector remains vulnerable to fraud by members of its own workforce as
well as external fraudsters.

Fraud

State government department
executive

Approved payments of false
invoices to shell companies he
controlled

Radiographer
Underreported income payable to
the Department of Health

Shire CEO
Unauthorised credit card use and
theft from municipal account

State government department
executive

Approved payments of false invoices
to shell companies he controlled

Contractor engaged by a
metropolitan health service

» Provided benefits to an executive

(travel, accomodation, meals and AFL
grand final tickets)

Shire councillor contracted as
a vehicle licence examiner

Received payments for driving
assessments that were not undertaken

Vehicle fleet coordinator

Provided his friend with

competitors’ quotations and received
$3,400 worth of travel vouchers

Figure 3: Examples of known fraud in the WA public sector

s
Av
$1.5 miliion
Av2

$600,000

avS

$500,000
®
B
$100,000
®
B

$50,000

The equivalent to

90 public houses
for vulnerable or
low income people/
families

3 CT scanners

New fire unit

2 x-ray mammogram
machine and 1 nurse’s
annual salary

1 nurse’s annual salary

Running cost of a
medical centre in a
regional area for

4 months

Grants for healthy
eating initiatives for
local sporting clubs

3 Association of Certified Fraud Examiners, Occupational Fraud 2022: A Report to the Nations.
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The impact of fraud goes beyond financial and service delivery losses and includes:

. Human impact: Those who rely on government services (such as the elderly, the
vulnerable, the sick and the disadvantaged) are often the ones most harmed by fraud,
increasing the disadvantage, vulnerability and inequality they suffer.

. Reputational impact: When it is handled poorly, fraud can result in an erosion of trust
in government and industries, and lead to a loss of international and economic
reputation. This is particularly true when fraud is facilitated by corruption.

° Industry impact: Fraud can result in distorted markets where fraudsters obtain a
competitive advantage and drive out legitimate businesses, affecting services delivered
by businesses and exposing other sectors to further instances of fraud.

. Environmental impact: Fraud can lead to immediate and long-term environmental
damage through pollution and damaged ecosystems and biodiversity. It can also result
in significant clean-up costs.*

o Organisational impact: The impact of fraud on employees can be significant. It can
lead to low morale, mistrust, inefficient additional oversight and ultimately staff leaving
due to the entity’s damaged reputation. It can also result in reduced efficiency and
effectiveness of the entity’s activities.

2.4 Status of fraud control maturity across the sector

In 2021, we conducted a high-level review of State government entities’ fraud risk
management. As reported in our Forensics Audit Report — Establishment Phase, we found
many entities fell well short of better practice. We reported similar results in our 2013 report,
Fraud Prevention and Detection in the Public Sector, and in our 2019 report, Fraud
Prevention in Local Government. Significant work is required across the public sector to raise
the standard of fraud risk management to a satisfactory level.

As part of our 2021 review we asked: “Has the entity completed an assessment of its fraud
and corruption risks?” Set out at Table 2 is an analysis of the findings of that review.

Responses

71 12 11 92

Source: OAG

Table 2: Number of entities who have completed an assessment of their fraud and corruption
risks

We selected a sample of 12 entities for more detailed analysis. This further analysis
highlighted several key themes as set out in Table 3 below:

Why it matters

Lack of a risk Some entities did not have an overall An overall risk framework
framework risk framework that could be applied in | ensures consistency in
the context of fraud risk. approach to all the entity’s

identified risks.

4 Commonwealth Fraud Prevention Centre, The total impacts of fraud (accessed 17 May 2022).
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Theme

Entity size not an
indicator of quality

Summary

Several larger entities provided
insufficient details to show they had
undertaken a fraud risk assessment.
This suggests that inadequate
resourcing is not the sole cause of
poor fraud risk assessments being
conducted.

Why it matters

The public sector collectively

provides a diverse range of
services and entities should
apply a fit for purpose
approach to their fraud risk
assessment.

Lack of collaboration

Our analysis suggested a lack of
collaboration with risk and process
owners in the identification and
analysis of the entity’s fraud risks.

Collaboration is important
because different employees
bring different perspectives
and experience.

No fraud risk register

Many entities did not have a fraud risk
register, despite this being a
requirement of their fraud control
program.

Entities cannot efficiently
monitor and review fraud risks
if they have not been
documented. The appropriate
way to document an entity’s
fraud risks is in a fraud risk
register.

Failure to assess
fraud risk

It was clear from our analysis that a
significant proportion of entities had
not assessed their fraud risks. In many
cases entities mistook a fraud control
framework for a fraud risk
assessment.

Entities must ensure they have
a sound understanding of
fraud risks that could impact
their organisation — this can
only be done by implementing
a comprehensive process to
identify, analyse and evaluate
specific fraud risks that could
impact the entity.

Data analytics not
targeted

Entities had not identified and
assessed relevant fraud risks prior to
undertaking data analytics to identify
fraudulent transactions.

Data analytics is a useful tool
for the prevention and
detection of fraud, but it
requires discipline for it to be
efficient and effective. Entities
risk implementing inefficient
and costly data analytics that
are not effective for fraud risks
specific to their entity.

Excessive
generalisation

Fraud risks that were identified were
excessively general rather than being
linked to specific processes.

Risk register limited
to strategic risks

Fraud had been identified as an overall
strategic risk; however, we saw little
evidence that specific fraud risks were
identified for individual business units
or that a comprehensive fraud risk
assessment had been undertaken
across all parts of the organisation.

Entities must properly identify
and define their vulnerabilities
to enable implementation of
effective controls.

Source: OAG

Table 3: Themes identified from survey of entities’ fraud control maturity
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Part 3: How to develop a fraud risk management
program

3.1 Overview

To effectively manage fraud risks, entities should develop and implement a robust and
effective fraud risk management program. The program should be tailored to an entity’s
objectives, environment and risk profile and cover:

o the 3 areas where fraud vulnerabilities can be found (based on AS 8001:2021 — Fraud
and corruption control) — section 3.2

° the 6-stage process to manage risks (based on AS ISO 31000:2018 Risk management
— Guidelines) — section 3.3.

The diagram below is a simple illustration of the fraud risk management program.

Fraud External Operational

control environment fraud
system fraud risks risks

AREAS

@ Communication and consultation

Scope, criteria and context

Risk assessment

PROCESS

Risk treatment

Recording and reporting

Source: OAG based on AS 8001:2021 and AS ISO 31000:2018
Figure 4: Risk management process including 3 areas of fraud risks to consider
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3.2 Where to look for fraud vulnerabilities

In accordance with AS 8001:2021, effective management of fraud risk requires a
comprehensive examination of an entity’s overall fraud control system (FCS), external
threats and operational (or internal) activities.

Our survey of State government entities found that most entities who had taken steps to
manage their risk of fraud only considered 1 of the 3 vulnerability areas and none provided
evidence that they had considered all 3.

The following is a brief overview of the 3 areas of fraud vulnerability. Whilst we have focused
the fraud risk management process that follows at 3.3 on operational risks, it can be applied
to the other 2 areas of fraud vulnerability.

A fraud control system is the tools and techniques used to mitigate an entity’s fraud risks.
When considering fraud risks, analysing the existing control environment is important to
assess how closely it aligns to better practice.

AS 8001:2021 — Fraud and corruption Control Clause 2.10 identifies 4 elements for an FCS:
foundation, prevention, detection and response, examples of these are included in the table
below:

FCS elements Overview

Foundation Adequate resourcing to implement a multi-faceted approach to managing
fraud risks.

Examples include specialist resourcing, awareness training, risk
management, information security management systems.

Prevention Prevention controls are the most common and cost-effective way to
mitigate fraud.

Examples include an integrity framework, internal controls, workforce
screening, physical security.

Detection Detection controls can help to identify when fraud has occurred but are
not as cost-effective as preventative measures.

Examples include post-transactional review, data analytics, whistle-blower
management.

Response Response controls can assist the entity to respond to a fraud incident after
it has occurred and are the least cost-effective, however can significantly
reduce the impact of present and future frauds.

Examples include investigation, disciplinary procedures, crisis
management, recovery.

Source: OAG based on AS 8001:2021 — Fraud and corruption control Clause 2.10
Table 4: Elements of a fraud control system

Entities may not have formally documented their FCS, but it is likely they have several
existing controls.

Designing and implementing a robust fraud risk management program will inevitably
strengthen an entity’s FCS. It is for this reason it is recommended an entity assess their FCS
against better practice prior to undertaking the fraud risk management process.

The fraud control standard (Clause 2.10) sets out an approach to developing and
implementing an entity’s FCS and a structure for documenting it. Appendix 3 is a tool for
entities to benchmark their current FCS maturity against the fraud control standard.
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Updating the fraud control system documents throughout the fraud risk management process
assists entities to monitor their increased maturity.

External threats come from outside an entity and are largely beyond their control. The fraud
control standard recommends entities consider the 6 external factors that can impact an
organisation, known as the PESTLE model. The model is explained in the table below and a
complete tool is provided in Appendix 4:

PESTLE factor Overview

Political To identify the political situation of the country, State or local government area
in which the entity operates, including the stability and leadership of the
government, whether there is a budget deficit or surplus, lobbying interests and
local, regional, national or international political pressure.

Economic To determine the economic factors that could have an impact on the entity
including interest rates, inflation, unemployment rates, foreign exchange rates
and monetary or fiscal policies.

Social To identify the expectations of society by analysing factors such as consumer
demographics, significant world events, integrity issues, cultural, ethnic and
religious factors, and consumer opinions.

Technological To identify how technology, including technological advancements, social
media platforms and the role of the internet more broadly, is affecting or could
affect the entity.

Legal To identify how specific legislation, including industry specific regulations, and

case law are affecting or could affect the entity’s future operations.

Environmental To identify how national and international environmental issues are affecting or
could affect the entity.

Source: OAG based on AS 8001:2021 — Fraud and corruption control, Clause 2.9
Table 5: External factors that can impact an entity

Operational fraud risks are the fraud risks associated with an entity’s day-to-day
operations. There will be risks that are common to all entities (e.g. procurement, payroll,
asset management) and those that are entity specific (e.g. property development, grant
administration, major projects). Operational risks will also include changes in function or
activity (e.g. new government initiative, creation of a relief fund in response to a natural
disaster). The following section, Fraud risk management process, is focused on managing
your operational fraud risks and discusses this in more detail. We also provide further tools in
the appendix to assist with better managing them.

3.3 Fraud risk management process

In this section we have mapped out the 6 stages in the risk management process as
summarised in Figure 4 above. It is not a linear process; each stage will connect to others at
different times throughout the risk management cycle.

We describe the stages and introduce several tools which can be used to assist in
developing an effective fraud risk management program. The complete tools are included in
the appendices and are available on our website. These tools are not an exhaustive list,
there are many tools available (free and for a fee) and entities should determine which ones
best suit their needs.
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Communication and consultation

To effectively identify fraud risks within an entity’s processes and
systems, it is essential that the people who best know and run or control
the business processes and business area are adequately engaged
throughout the fraud risk management process. Entities should also
consider if subject matter experts need to be engaged, such as
information system security specialists.

Communication and consultation are intended:

“...to assist stakeholders in understanding risk, the basis on which decisions are made
and the reasons why particular actions are required.”

Employees can feel challenged when asked to respond to questions or contribute to
discussions about fraud risks — they may feel that considering this issue with them or in their
presence is, in effect, calling their integrity into question. Those tasked with the fraud risk
management program should keep the people they need engaged and at ease throughout
the process to ensure the best outcome.

Communication and consultation Better practice

Promote awareness and ¢ Implement multimodal training programs specific to
understanding of fraud risks fraud risks — “What is a fraud risk”

o Effectively communicate to employees that the objective
is to protect the integrity of the entity and employees

Bring different expertise together e Engage different levels of expertise and experience to
throughout the process using bring various perspectives

effective mechanisms
e Use a variety of communication methods such as

emails, workshops, one-on-one interviews and surveys
to obtain a wide range of feedback and opinions

Build a sense of inclusiveness and | ¢« Use fraud risk workshops to obtain “buy in” from process

ownership for process owners operators and owners
(e.g. one-on-one interviews, focus
groups) ¢ Invite all relevant employees, regardless of seniority, to

attend a workshop

Obtain sufficient knowledge from o Facilitate fraud risk workshops to discuss and map

relevant stakeholders of business business processes and internal controls
processes to facilitate fraud
oversight and decision making e Ask attendees to consider “what could go wrong?” in

processes they engage with or manage

o Identify areas of fraud risk in a process map that
requires internal controls

Engage with relevant stakeholders | ¢ Structure emails and/or surveys that focus on fraud risks

to obtain feedback and for specific processes
information to support decision-
making e Adopt appropriate modes of communication

Source: OAG
Table 6: Better practice examples of the communication and consultation stage

5 AS ISO 31000:2018 Risk management - Guidelines Clause 6.2.
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One way to enhance communication is by meeting one-on-one to facilitate a better
understanding of relevant risk and control issues.

To help with communication and consultation, entities should prepare a communication plan
that outlines the intended methods, people and timelines for consultation. This also forms the
basis of reporting to any oversight committees on the progress of projects in the fraud risk
management program. Examples of methods of communication and consultation are
provided in Appendix 5.1.

Scope, context, and criteria

Establishing the scope, context and criteria for the fraud risk assessment
is done using the communication and consultation processes outlined
above. They will differ for each entity and will be determined by the size
and complexity of the process being assessed.

“...Scope, context and criteria involve defining the scope of the process and
understanding the external and internal context.”

Case study 1: Example of scope, context and criteria for a risk assessment of
selected parts of the Procure to Pay process

Factor Procure to Pay

Scope e The specific parts of the Procure to Pay process to be assessed are:
supplier selection, onboarding vendors, purchase validation (business
case, receipt of goods/services) and release of payment.

¢ We will engage with the finance business unit and operational staff
responsible for purchase orders and validation of receipt of
goods/service.

e The entity’s risk assessment policy dated 31 January 2020 will be
applied in conjunction with the approved fraud risk assessment program
dated 30 June 2021.

e As the entity’s procurement staff are across the State, we will need to
engage in a number of online meetings with potential site visits.

e Timeline:
o engagement with procurement staff by 30 June 2022
o identification of risks by 31 October 2022

o  completion of risk register and mapping of risks by 31 December
2022

o first review to Internal Audit and Risk Committee (IARC) by 28
February 2023

o  second review to IARC by 30 April 2023

o submission to Board for approval by 31 May 2023.

6 AS ISO 31000:2018 Risk management - Guidelines Clause 6.3.
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Context Internal factors include:

o the strategic objectives of the entity are: community focused delivery of
services, sound business practices and quality services. A list of the
specific goods, services or works to be procured are provided in
Annexure A

¢ the existing employee level in the Procure to Pay process is sufficient,
however, their experience is inadequate. No training has been delivered
in identifying indicators of potential fraud

e there is no assessment of fraud controls within vendors

e the entity has policies and processes in respect of independence for
supplier selection panels and purchase validation.

External factors include:

e increasing fraud trends targeting procurement and finance teams
(i.e. business email compromise - fake emails impersonating an internal
senior person or a vendor)

e recent known scams in the public domain that have been uncovered.

Criteria e The below risk criteria are taken from the entity’s risk assessment policy
dated 31 January 2020.

e The entity rates likelihood risk on a scale from extremely unlikely to
almost certain. Within the Procure to Pay process, rare is conceivable
but unlikely, unlikely is conceivable and has occurred in the past but
unlikely in the next year.

¢ The entity rates consequence risk on a scale from negligible to
catastrophic across the following loss factors: financial, reputational,
legal, service delivery.

o Within the Procure to Pay process, negligible has no negative
consequence, low disrupts internal non-management process and has
no external financial loss, moderate requires corrective action by senior
management, potential disciplinary action and minor financial impact
etc.

Entities will need to develop a scope, context and criteria for all activities and processes they
perform. The CFPC’s Fraud Risk Assessment Leading Practice Guide provides a strategic
profiling tool in support of its recommendation that entities responsible for multiple activities
and processes prioritise the areas of the entity that are at higher risk for fraud.

Scope, context and criteria Better practice

Define the scope of the activity being | ¢ Clearly document the scope and objective of the

assessed for fraud risk including process that is being assessed for fraud risks
objectives and decisions to be made

prior to commencing any fraud risk o Circulate a document that sets out the scope to all
assessment employee participating in the fraud risk assessment

e Break down complex processes into manageable
scopes
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Scope, context and criteria Better practice

Establish the context of the fraud risk
activity

Understand the external environment
Understand the internal operating environment

Reflect the specific environment of the activity to
which the fraud risk management process is to be
applied

Align the fraud criteria with an
overarching risk management
framework used to assess all

business risks for consistency

Review the entity’s existing risk management
framework prior to commencing to ensure up-to-date
and fit-for-purpose

Align consequence and likelihood criteria and the risk
rating matrix with existing framework

The fraud risk assessment criteria
should reflect the organisation’s
values, objectives and resources and
be consistent with policies and
statements about risk management

Review the entity’s existing risk management policy
to understand the entity’s risk appetite

Source: OAG

Table 7: Better practice examples of the scope, context and criteria stage

Appendix 5.2 provides a guide on how you could outline your scope, context and criteria.

Risk assessment

Once the scope, context and criteria are established, entities need to

assess their fraud risks.

If an entity has a detailed risk assessment approach, then it is logical
and likely more efficient to apply that for fraud risks as well.

AS ISO 31000:2018 Risk Management - Guidelines sets out 3 sub-phases in

the risk assessment stage:
o risk identification
° risk analysis

) risk evaluation.

The assessment stage is followed by treatment. An overview of the risk assessment and

treatment stages is set out below.
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Map business process —_— Process maps
Risk identification 1
(541 Worksheet / risk register
@ Identify risks —_— describe risk
4
Identify current internal I Worksheet / risk register —
controls / countermeasures describe current contols
Risk analysis L
(3.4.2) 4 e
Assess pre-treatment Assess pre-treatment
@ likehood consequence
+

Worksheet / risk register —

Risk evaluation
(3.4.3) risk rating

Assess pre-treatment risk leve| ————)

= !

Develop treatment I Worksheet / risk register —
(where required) treatment plan
| ]
_ I 1
Risk treatment Assess post-treatment  Assess post-treatment
(3.9) likehood consequence
| |
R 2
@ Develop post-treatment Worksheet / risk register —
risk level new risk rating

Source: OAG based on AS ISO 31000:2018 Risk Management - Guidelines Clause 6.4 and 6.5
Figure 5: Risk assessment and treatment stages overview

Identifying risks
Think like a fraudster. Discover what you don’t know.

Risk identification involves:

“... finding, recognising and describing risks that might help or prevent an organisation
achieve its objectives.”

It is important to avoid the temptation to be defensive and dismiss risks before they have
been properly analysed and evaluated.

Identifying fraud risks should be viewed as a creative process. Brainstorm the various fraud
schemes that have and could be committed within or against the entity. An effective way to
identify fraud risks is to map the process that is being assessed and identify vulnerabilities
within the process. Below is an example of an accounts payable process map, sometimes
referred to as a flow chart. The coloured circles represent identified fraud risks in the
accounts payable (AP) process.

7 AS ISO 31000:2018 Risk management - Guidelines Clause 6.4.2.
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Figure 6: Accounts payable process map

A fraud risk assessment should consider common methods used by fraudsters and look for
vulnerabilities within the entity’s processes and activities. This will involve challenging
assumptions about, and existing processes within, an entity to identify gaps and thinking of
creative ways to circumvent internal controls.

Common frauds are a good place to start but entities should not stop there. Risk
identification needs to be realistic but at the same time entities should remember that even
the most far-fetched fraud scheme can occur when the right balance of motivation,
rationalisation and opportunity are present. Asking hypothetical questions about how fraud
could be perpetrated in a structured and controlled way will put the fraud risk assessment
process on the right path.

Finally, a good fraud description will allow you to understand ways to prevent or detect the
fraud. One way to identify and describe your fraud risks is to consider who did what and what
the result was, also described below as the Actor, Action, Outcome method?:

8 Commonwealth Fraud Prevention Centre, Fraud Risk Assessment — Leading Practice Guide.
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. actor — accounts payable (AP) officer
° action — submits and processes fictitious invoice
o outcome — payment of invoice results in money going to AP officer’s bank account.

Fraud risks that have been identified should be adequately documented on a fraud risk
worksheet. Fraud risk worksheets can function as an aid to the risk assessment but also as a
fraud risk register and an implementation worksheet.

Appendix 5.3 includes:

° an example of a fraud risk worksheet

. risk assessment and treatment process overview

. key questions you could ask when trying to identify fraud risks

. the CFPC’s Actor, Action, Outcome method of describing fraud risks
o an example diagrammatic presentation of assessed fraud risks

) a short summary of fraud risks that are commonly found in the public sector
environment. The summary is not intended to be an exhaustive list. The examples in
section 2.3 would also be useful in this exercise.

Analysing fraud risks

Once the potential fraud risks within the business unit or process have been identified the
next step is to analyse the risks.

Risk analysis is:

“... a detailed consideration of uncertainties, resources, consequences, likelihood, events,
scenarios, controls and their effectiveness. ™

Fraud risk analysis requires input from employees within the business unit(s) being assessed
and any additional subject matter experts who can add value to the process.

An analysis of each risk includes considering:

. the likelihood of the risk occurring

. the consequence for the entity if it did occur

° resourcing constraints impacting controls

. the effectiveness of existing controls intended to mitigate the risks.

The entity should use its established risk analysis matrix to analyse the likelihood,
consequences, and strength of existing controls to assign a risk rating to each fraud risk. It is
critical that every business unit within an entity use the same risk analysis matrix to allow for
a proper comparison of risks across the entity.

Figure 7 below is an example of a risk assessment matrix that shows the likelihood combined
with the consequences risks results:

9 AS ISO 31000:2018 Risk management - Guidelines Clause 6.4.3.
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Consequence

Negligible Low Moderate Major Extreme

Almost Certain

Likelihood

Likehy
Possible
Unlikehy High High
Source: OAG

Figure 7: Example of a risk assessment matrix

Sometimes an entity undertaking a fraud risk assessment can overestimate the effectiveness
of internal controls. One technique to fully assess their effectiveness is to conduct a walk-
through of the relevant process or activity and determine if the controls are currently
operating effectively. Applying a sceptical approach to the controls and adopting the mindset
of a determined fraudster can help to assess if a control can be overridden or avoided.
Internal audit resources can also be helpful in this assessment.

Risk analysis Better practice

Consider uncertainties, risk ¢ Detailed documentation of the analysis including reasoning
sources, consequences, for decisions for example if a risk is determined to be HIGH
likelihood, events, scenarios, for consequence document why and what inputs were used
controls and their effectiveness

Events can have multiple ¢ Deep dive analysis to identify all causes, both internally,
causes and consequences and externally and potential consequences

affect multiple objectives

Scrutiny of existing controls o Sufficiently analyse and test existing controls including
walk-throughs and penetration testing

e Consider engaging specialists to identify gaps in existing
system controls

Source: OAG
Table 8: Better practice examples of the risk analysis stage

Evaluating fraud risks

Once an entity’s fraud risks have been analysed, they need to be evaluated against the
entity’s risk appetite and tolerance. This should be defined in the entity’s risk management
policy and framework. The evaluation is used to determine if further action is required to
reduce identified residual risks to an acceptable level.

Entities’ risk appetites and tolerances vary and depend on factors such as the circumstances
of a particular program, the cost-benefit of implementing controls to reduce the risk of fraud,
resources or other constraints and reputational risk. Risk tolerance is not static and should
be determined on a case-by-case basis for each risk identified.
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The purpose of risk evaluation is to:

“... support decisions. Risk evaluation involves comparing the results of the risk analysis
with the established risk criteria to determine where additional action is required.” 10

It is important that the evaluation of fraud risks involves detailed input from the process and
risk owners and includes senior employees who can consider the cost of countering fraud
against the entity’s risk tolerance. The evaluation considers the residual fraud risk and should
conclude with one of the following outcomes":

o avoid the risk

° accept the risk

o remove the risk source

. change the likelihood

. change the consequences
o share the risk

o retain the risk.

These conclusions, and links to any supporting documentation, should be included in the
fraud risk assessment worksheet.

Risk evaluation Better practice

Evaluate results from risk | ¢ Comparing the results of the risk analysis with the established risk
assessment criteria to determine if and where additional action is required

Record and communicate | ¢ Risk evaluation outcomes are recorded, communicated and then
evaluation results validated at appropriate levels of the organisation

Source: OAG

Table 9: Better practice examples of the risk evaluation stage

Risk treatment

After finalising the risk assessment, the risk treatment process is
undertaken. An entity’s evaluation of the risks and its risk appetite will
determine if the residual risk is at an acceptable level or if treatment is
required. Risk treatments can include enhancing existing controls,
implementing new controls, or avoiding the risk altogether by no longer
undertaking the activity, program or service.

An entity needs to consider how to mitigate the residual fraud risks that remain above the
entity’s tolerance level. The objective of treating the fraud risk is to reduce the residual risk
identified in the assessment to an acceptable level.

0 AS ISO 31000:2018 Risk management - Guidelines Clause 6.4.4.

" AS ISO 31000:2018 Risk management - Guidelines Section 6.5.2.
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The aim of risk treatment is to:

“.. select and implement options for addressing risk.”2

An overview of the risk treatment process has been set out in Figure 5.

Some treatments may enhance existing controls or introduce new controls. Fraud controls
are specific measures, processes or functions that are intended to prevent or detect fraud
events or to enable the entity to respond to them. These would be suitable to address the
following outcomes:

° accept the risk

. change the consequence

. change the likelihood

° change both the consequence and likelihood
. share the risk

. retain the risk.

Subject to the entity’s risk appetite and tolerance, not every risk will require the development
and implementation of treatments.

Risk treatment Better practice

Determine appropriate risk | e Select risk treatment options with the entity’s objectives, risk
treatments criteria and available resources

¢ Balance the potential benefits against cost, effort or
disadvantage of implementation

Document implementation | ¢ Document the treatment plan outlining the responsibilities,
plan resources and other relevant implementation information in the
fraud risk worksheet

Risks that do not have a ¢ If no treatment options are available or if treatment options do
treatment option not sufficiently modify the fraud risk, the risk is recorded and
kept under ongoing review

Remaining risk is ¢ Inform decision makers and other stakeholders of the nature and
documented extent of the remaining risk after treatment

o Document the remaining risk and subject to monitoring, review
and, where appropriate, further treatment

Consider beyond o Justification for risk treatment is broader than solely economic
economic consequences consequences and considers the entity’s obligations, voluntary
commitments and stakeholder views

Source: OAG
Table 10: Better practice examples of the risk treatment stage

2 AS ISO 31000:2018 Risk management - Guidelines Clause 6.5.
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A useful way to examine your controls is to ensure they are specific, measurable, achievable,
relevant and timed (SMART). This model and examples of internal controls that may be
applied with a view to change the consequence, likelihood or both are provided at Appendix
54.

Monitoring and review

Entities should actively monitor the implementation of fraud risk
treatments, because until the new or improved controls are in place,
the fraud risk will remain above this tolerance level. Fraud risk owners
will be responsible for ensuring the controls are implemented in a
timely manner and remain effective. When a new or improved control
has been implemented the entity should review the control in practice
over time to ensure it continues to be effective.

Further, it is essential that entities have a program to continuously monitor and review their
fraud risks. Sometimes only small changes to a business process or function can alter the
inherent fraud risk rating, result in the emergence of new fraud risks, or impact the
effectiveness of existing controls.

Monitoring and review is:

“... to assure and improve the quality and effectiveness of process design implementation
and outcomes.”™3

Monitoring and review Better practice

Monitoring and review takes e Monitoring and review includes planning, gathering and
place during all elements of analysing information, recording results and providing
fraud risk management program feedback

Monitoring and review progress e Results of monitoring and review are incorporated
is reported throughout the entity’s performance management,
measurement, and reporting activities

Source: OAG

Table 11: Better practice examples of the monitoring and review stage

Recording and reporting

As noted earlier, fraud risks identified through a fraud risk assessment
can be integrated into the entity's broader enterprise risk register.
Whether entities combine all risks into a single source risk register or
maintain a separate fraud risk register, they must be documented and
reported. Entities should report to appropriate oversight committees and
management including any audit committees which are responsible for
overseeing the entity risk management and internal controls.

Risk management process and its outcomes should be:

“... documented and reported through appropriate mechanisms.”

3 AS ISO 31000:2018 Risk management - Guidelines Clause 6.6.

4 AS ISO 31000:2018 Risk management - Guidelines Clause 6.7.
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The fraud risk assessment worksheet details several key processes and outcomes that
should be documented including the methodology for the risk assessment, the results and
the response.

Recording and reporting Better practice

Detailed recording of fraud risk | ¢ \Worksheets include adequate information that

assessment process demonstrates reason for decisions made and actions taken
Ongoing monitoring and e Updates provided to senior management and those
periodic review of the fraud risk charged with governance on progress

management process and its

outcomes is planned, and e Monitoring through audit committee

responsibilities clearly defined — ) )
¢ Documented responsibilities for undertaking fraud risk

management are outlined in the entities’ FCS

Source: OAG
Table 12: Better practice examples of the recording and reporting stage

Conclusion

Fraud is a pervasive and growing issue within Australia. Fraud can be initiated by employees
or close associates of an entity and, increasingly, by parties with no apparent connection to
the entity. It can also involve collusion between internal and external parties.

Historically, the approach of many Australian entities to fraud risk management has been
wholly reactive. Entities that embrace adequate and proportionate approaches to managing
fraud risks will increase their chance of reducing fraud events.

We encourage entities to use this guide along with the tools and any other available
resources when applying AS ISO 31000:2018 — Risk management - Guidelines and AS
8001:2021 — Fraud and corruption control to manage the risk of fraud against their entity.
While fraud risks cannot be eliminated, a robust and well-resourced fraud risk management
program can minimise the likelihood and consequences of fraud events.
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Appendix 1: Glossary

Better practice guide (BPG)

A fraud risk assessment better practice guide (this report).

Bribery

Offering, promising, giving, accepting or soliciting of an undue
advantage of any value (either financial or non-financial) directly
or indirectly, and irrespective of location(s), in violation of
applicable law, as an inducement or reward for a person acting or
refraining from acting in relation to the performance of that
person’s duties.

Cloud computing

The practice of using a network of remote servers hosted on the
internet to store, manage, and process data, rather than a local
server or a personal computer.

Close associate

A person with a close connection with the organisation other than
an employee (e.g. director, consultant, contractor).

Collusive tendering

The act of multiple tenderers for a particular contract colluding in
preparation of their bids — also often referred to as bid rigging.

Conflict of interest

A situation in which a person is in a position to derive personal
benefit from actions or decisions made in their official capacity.

Corruption

Dishonest activity in which a person associated with an entity (e.g.
director, executive or employee) acts contrary to the interests of
the entity and abuses their position of trust in order to achieve
personal advantage or advantage for another person or entity.

Cryptocurrency

A digital currency in which transactions are verified and records
maintained by a decentralised system using cryptography, rather
than by a centralised authority.

Data theft

Also known as information theft. The illegal transfer or storage of
personal, confidential, or financial information.

Enterprise risk

Risks arising from the general operation of an entity that can
impact on the entity’s ability to meet its objectives (refer also
definition of ‘risk’ below).

FCS

Fraud Control System - a framework for controlling the risk of
fraud against or by an entity.

Fraud

Dishonest activity causing actual or potential gain or loss to any
person or entity including theft of moneys or other property by
persons internal and/or external to the entity and/or where
deception is used at the time, immediately before or immediately
following the activity.

Identity fraud

Also known as identity theft or crime. It involves someone using
another individual’s personal information without consent, often to
obtain a benefit.

Internal control

Internal control is a process, effected by an entity's board of
directors, management and other personnel, designed to provide
reasonable assurance that information is reliable, accurate and
timely.

Malware

Malicious software intentionally designed to cause disruption to
a computer, server, client, or computer network, leak private
information, gain unauthorised access to information or systems,
deprive user’s access to information or which unknowingly
interferes with the user's computer security and privacy.
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Term Definition

Nepotism and/or Cronyism Where the appointee is inadequately qualified to perform the role
to which he or she has been appointed. The appointment of
friends and associates to positions of authority, without proper
regard to their qualifications.

OAG The Office of the Auditor General.

PESTLE model Consideration of 6 external environmental factors that can impact
an entity, namely the political, economic, social, technological,
legal and environmental factors.

Phishing and/or Spear- Cyber-intrusion. Theft of intellectual property or other confidential
phishing information through unauthorised systems access.
Ransomware Form of malware designed to encrypt files on a device, rendering

any files and the systems that rely on them unusable.

Risk The effect of uncertainty on objectives. An effect is a deviation
from the expected. It can be positive, negative or both, and can
address, create or result in opportunities and threats.

Risk appetite The level of overall risk an entity is prepared to accept in pursuing
its objectives.

Risk tolerance The level of risk an entity is prepared to accept in relation to
specific aspects of its operation — the practical application of the
concept of ‘risk appetite’ to specific risk categories (relevantly to
the subject of this guide, this can include application of an entity's
risk appetite to the concept of fraud risk).

Social engineering A broad range of malicious activities accomplished through
human interactions (e.g. psychological manipulation of people into
performing actions or divulging confidential information).
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Auditor General’s 2021-22 reports

Number Title Date tabled
19 Forensic Audit — Construction Training Fund 22 June 2022
18 Opinion on Ministerial Notification — FPC Sawmill Volumes 20 June 2022
17 2022 Transparency Report — Major Projects 17 June 2022
16 Staff Rostering in Corrective Services 18 May 2022
15 COVID-19 Contact Tracing System — Application Audit 18 May 2022
o |t st | o
13 g;(;;irgstion Systems Audit Report 2022 — State Government 31 March 2022
12 Viable Cycling in the Perth Area 9 December 2021
11 Forensic Audit Report — Establishment Phase 8 December 2021
10 Audit Results Report —_Annual 2020-21 Financial Audits of 24 November 2021

State Government Entities
9 Cyber Security in Local Government 24 November 2021
8 WA's COVID-19 Vaccine Roll-out 18 November 2021
7 Water Corporation: Management of Water Pipes — Follow-Up |17 November 2021
6 Eﬂgllé%uéggftate COVID-19 Stimulus Initiatives: July 2020 — 20 October 2021
5 Local Government COVID-19 Financial Hardship Support 15 October 2021
4 Public Building Maintenance 24 August 2021
3 Staff Exit Controls 5 August 2021
2 SafeWA — Application Audit 2 August 2021
1 Opinion on Ministerial Notification — FPC Arbitration Outcome 29 July 2021
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OAG

Office of the Auditor General

Serving the Public Interest

7" Floor Albert Facey House
469 Wellington Street, Perth

Perth BC, PO Box 8489
PERTH WA 6849

T: 08 6557 7500
F: 08 6557 7600
E: info@audit.wa.gov.au
W: www.audit.wa.gov.au

y @OAG_WA

Office of the Auditor General for
Western Australia
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