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1 PURPOSE OF THE AUDIT PLANNING MEMORANDUM

The primary purpose of this Audit Planning Memorandum (APM) is to brief the Audit Committee on the
proposed approach by RSM Australia (RSM), on behalf of the Office of the Auditor General (OAG), to audit
the financial report of the Town of Bassendean (Town) for the year ending 30 June 2020. The APM is a key
tool for discharging our responsibilities in relation to communicating with those charged with governance.

2 KEY ENGAGEMENT INFORMATION

2.1 Key Town stakeholders and personnel

Ratepayers Town of Bassendean
Minister for Local Government The Hon. David Templeman MLA
Mayor Renée McLennan
Deputy Mayor Kathryn Hamilton
Chief Executive Officer Peta Mabbs
Director Corporate Services Paul White
2.2 Key OAG personnel
Auditor General Caroline Spencer
Acting Director, Financial Audit ™ Liang Wong

2.3 Key RSM personnel

Audit Director M Alasdair Whyte
Audit Manager Krushna Hirani
National Technical Director Ralph Martin

(1) Refer to Appendix B for contact details

3 BACKGROUND AND GENERAL INFORMATION

3.1 Background

The Town was established in 1829 and is located approximately 10 kilometres north-east of Perth and 5
minutes from the Swan Valley vineyards and is home to approximately 16,000 people from diverse cultural
backgrounds and covers 11 square kilometres.
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3.2 Executives
The Town’s Executive team at the date of this APM are:
« Peta Mabbs, Chief Executive Officer
= Paul White, Director Corporate Services
«  Luke Gibson, Director Community Planning
«  Philip Adams, Executive Manager Infrastructure
3.3 Governance

The Town is governed by the Council who appoints the Chief Executive Officer (CEO) to advise and provide
information to the Council in relation to the Town’s functions and ensures the resources of the Town are
effectively and efficiently managed.

3.4 Regulation

In terms of financial reporting, the Town is subject to the Local Government Act 1995 (Act) and the Local
Government (Financial Management) Regulations 1996 (Financial Management Regulations).

4 KEY DELIVERABLES

4.1  Financial report audit and opinions

The annual financial report will be general purpose financial statements for the financial year ended 30 June
2020. The Auditor General is required by the Act to provide an opinion on the financial report and other legal
and regulatory requirements in accordance with the Local Government (Audit) Regulations 1996 (Audit
Regulations) The objective of the Auditor General's audit is to obtain reasonable assurance about whether
the Town's financial report as a whole is free from material misstatement, whether due to fraud or error, and
to issue an auditor’s report.

The Auditor General's report will be sent to the Council, CEO and the Minister for Local Government in
accordance with the Act. The Town is required to publish the auditor’s report with the annual financial report
on its website. If the Auditor General has reported other significant matters, then the Town is required to
report the action it has taken about the matters to the Minister and to publish a copy of that report on its
website.

The Auditor General will also communicate with the Council and the CEO regarding, among other matters,
any significant findings regarding deficiencies in internal control that may be identified during the audit.

4.2 Management letters

Significant findings, emerging issues and their recommended resolutions that arise during the audit will be
progressively discussed and communicated by RSM firstly to the OAG, then the Council and the CEQ. Any
weaknesses in controls, which may be identified during the current year audit, will be highlighted in the
management letter to the Council and the CEO following the conclusion of the interim and final audits. The
draft management letters will be reviewed by the OAG before being provided to the Town for comment.

Prior year management letter points will be followed up as part of the current year audit procedures to
determine if any control weaknesses highlighted during prior year audits have been properly resolved.

4.3 Matters of significance

In accordance with section 24(1) of the Auditor General Act 2006, the Auditor General is required to report
on matters arising out of the performance of the Auditor General's functions that are, in the opinion of the
Auditor General, of such significance as to require reporting.
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5.1 Pre-planning meeting

The pre-planning meeting will be with the Town’s management, OAG (if required) and RSM. The meeting
will discuss current developments at the Town and any changes in governance or systems. The meeting will
form the basis for the preparation of the APM.

5.2 Entrance meeting

The entrance is normally held with Council, CEO, Audit Committee, OAG and RSM. The meeting mainly
covers the presentation and discussion of the APM. However, for this financial year, due to the resource
constraints being experienced by the Town from the COVID-19 crisis, the entrance meeting will not be
formally conducted. Instead, the Town has determined, and the OAG has agreed, that the preliminary
discussions already held between the Town and the auditors will take the place of the formal audit entrance
meeting. The Town plans to table the APM at a Council meeting.

5.3 Interim audit findings meeting

The interim audit findings meeting with the CEO, OAG and RSM will mainly cover the presentation and
discussion of the significant control matters as reported in the interim audit management letter, if any.

5.4 Final audit closing meeting

Significant accounting issues and audit findings, if any, noted during the final audit will be discussed with the
CEO, OAG and RSM. If there are significant, unresolved matters, then a meeting will also held with the Audit
Committee.

5.5 Audit exit meeting

The exit meeting with the Audit Committee, OAG and RSM will mainly cover the presentation and discussion
of the audit closing report, which will outline any significant audit related matters concerning the financial
report, management letters and improvement suggestions for future audits.

5.6 Council and Audit Committee meetings

Attendance at Council and Audit Committee meetings is by invitation and provides insight into matters that
may impact on our audit approach. Generally, OAG and RSM will attend the Council and Audit Committee
meetings as required.
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6 TERMS OF ENGAGEMENT

6.1 Arrangements

Audits are not an absolute guarantee of the accuracy or reliability of the Town’s information and may not
identify all matters of significance. This is because the work undertaken to form an opinion is permeated by
judgement and most audit evidence is persuasive rather than conclusive. In addition, there are inherent
limitations in any audit, including the use of testing, the effectiveness of internal control structures and the
possibility of collusion.

Under the Local Government Act 1995 and associated regulations, the Council and the CEO are responsible
for keeping proper accounts and records, maintaining effective internal controls, preparing the annual
financial report, and complying with the Local Government Act and Regulations, and other legislative
requirements.

The Council and CEO are responsible for ensuring the accuracy and fair presentation of all information in its
annual report, and that it is consistent with the audited annual financial report. We do not provide assurance
over your annual report.

Under the Local Government Act 1995 and associated regulations, the Council and the CEO have
responsibility for maintaining internal controls that prevent or detect fraud or error and to ensure regulatory
compliance. The Audit Committee and the Auditor General should be informed by management of any fraud
or material errors. During the audit we will make inquiries with management about their process for identifying
and responding to the risks of fraud, including management override. It should be noted that our audit is not
designed to detect fraud, however should instances of fraud come to our attention, we will report them to
you.

Under the Auditor General Act 2006, audit staff have unrestricted access to information held by the Town,
irrespective of any restrictions on disclosures imposed, such as secrecy provisions.

Confidentiality of audit files and working papers is required under the Auditor General Act 2006. The OAG is
an ‘exempt agency’ under the Freedom of Information Act 1992.

The signed contract between the Auditor General and RSM contains strict confidentiality clauses.
6.2 Management representation letter

The audit plan assumes that the Director Corporate Services and the CEO will be able to sign a management
representation letter. Refer to Appendix A for a draft Management Representation Letter. The letter would
be signed at the same time as the annual financial report is signed.

Please bring to the attention to the Mayor that RSM will rely on the Director Corporate Services and CEQ
signing the management representation letter as evidence to confirm they have:

= Fulfilled their responsibilities for the preparation and fair presentation of the financial statements in
accordance with the Act and, to the extent that they are not inconsistent with the Act, Australian
Accounting Standards.;

- Established and maintained an adequate internal control structure and adequate financial records;

- Provided RSM with access to all information of which they are aware that is relevant to the preparation
of the financial statements and the operation of controls, such as records, documentation and other
matters;

- Recorded all transactions in the accounting and other records and are reflected in the financial
statements;

+ Advised RSM of all known instances of non-compliance or suspected non-compliance with laws and
regulations whose effects should be considered when preparing the financial statements; and

+  Provided RSM with the results of their assessment of the risk of fraud, any instances of fraud (not just
material fraud) and any known data and security breaches.
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7 AUDITOR GENERAL

7.1 Audit of local government

The Local Government Amendment (Auditing) Act 2017 makes legislative changes to the Act to provide for
the auditing of local governments by the Auditor General. The Act allows the Auditor General to contract out
some or all of the financial audits, but all audits will be the responsibility of the Auditor General. It also allows
for performance audits, which will examine the economy, efficiency and effectiveness of any aspect of local
government operations. The Act also places an obligation on local governments to publish their annual report,
including their annual financial report and auditor’s report, on their website.

The Auditor General has been given the mandate to:

« Audit the annual financial report of WA local governments, related entities and subsidiaries;
«  Conduct performance audits of local governments;

+  Perform supplementary audits requested by the Minister; and

« Report to Parliament on the results of financial and performance audits.

Parliament has appointed the Auditor General as it expects this will raise the standards of accountability for
local governments to a level more consistent with public sector entities. This follows recommendations by
the Public Accounts Committee and the Corruption and Crime Commission that the Auditor General be
appointed the auditor of all local governments.

This change brings Western Australia in line with most other Australian jurisdictions and New Zealand.
7.2  Auditor General audits and reports

The Auditor General has completed, is undertaking or planning the following audits that may be relevant to
local government:

< Controls over corporate credit cards (report issued 9 May 2018). Auditor General found that local
governments generally managing credit cards well but identified some room for improvement.

< Timely payment of suppliers (report issued 13 June 2018). The Auditor General found that local
governments are generally timely in paying suppliers, but recommended improvements.

< Local government procurement (report issued 11 October 2018). The Auditor General found that
improvements are needed to strengthen local government procurement controls.

« Management of supplier master files (report issued 7 March 2019). The Auditor General found
improvements are needed in the areas of policies or procedures and controls over creation or
amendment of supplier master file records.

* Audit Results Report - Annual 2017-18 Financial Audits of Local Government Entities (report issued 7
March 2019). The Auditor General identified where improvements may be considered and where
opportunities exist. One such stark governance-related opportunity relates to audit committees. The
Auditor General also identified the need for more emphasis on auditor independence.

= Records management in local government (report issued 9 April 2019). The audit found that there is
room to improve the implementation of recordkeeping plans and managing their records to promote
accountable and transparent decision making.

= Information Systems Audit Report (report issued 15 May 2019). The audit found that the most common
weaknesses related to poor contract management, policies, procedures and information security.

«  Local government building approvals (report issued 26 June 2019). The audit found that local
government entities conduct limited monitoring and inspections of building works, and that compliance
issues were not always resolved quickly.

< Fraud prevention in local government (report issued 15 August 2019). The audit found that all the entities
reviewed had some controls in place to prevent fraud, but many had not assessed their fraud risks and
did not have comprehensive fraud management plans and programs.
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- Verifying employee identity and credentials (report issued 19 June 2019). The audit found that all entities
need to improve their practices for screening employees.

= Annual Report 2018-2019 (report issued 19 September 2019). The report noted the OAG’s will continue
to urge local government entities to develop a stronger commitment towards good and better practice
rather than focusing on minimum compliance with their legislative responsibilities. The report also noted
that that each local government audit takes more time than comparably sized State sector audits.

= Audit Results Report - Annual 2018-19 Financial Audits of Local Government Entities (report issued 11
March 2020). The report noted the Auditor General's concerning that 93 material matters of non-
compliance were reported in the auditor's reports of 48 entities, and 823 significant or moderate
weaknesses in financial management and information systems controls in the auditor's management
letters.

= Local government waste management (tabling is expected in the second quarter of 2020).
= Management of contract extensions and variations (tabling is expected in the second quarter of 2020).

»  Management of unauthorised discharge of minor pollutants (tabling is expected in the second quarter of
2020).

= Regulation of consumer food safety (tabling is expected in the second quarter of 2020).
Further details of the current and forward audit program can be found on the OAG website:

https://audit.wa.gov.au/

Also, on the OAG website is a library of better practice guidance that the OAG has developed to help the
Western Australian public sector perform efficiently and effectively.

7.3 Staged transition to the Auditor General

There is a staged transition for financial audits. As existing audit contracts expire, responsibility will transition
to the Auditor General. There are 139 local governments and 9 regional councils in Western Australia. The
Auditor General audited 112 local governments for the 2018-19 financial year. By financial year 2020-21, all
local governments will be audited by the Auditor General, regardless of whether existing audit contracts have
expired. The financial audit of the Town has transitioned to the Auditor General since the financial year ended
30 June 2019.

8 STAKEHOLDER RELATIONSHIP

8.1 RSM’s relationship with the Auditor General and the Town

RSM has been contracted by the Auditor General to perform the audit of the financial report of the Town and
report on whether the annual financial report of the Town:

- Is based on proper accounts and records; and

- Fairly represents, in all material respects, the results of the operations of the Town for the financial year
and its financial position at the end of that period in accordance with the Act and, to the extent that they
are not inconsistent with the Act, Australian Accounting Standards.

RSM is also required by the Auditor General to report:

= Any material matters indicating non-compliance with Part 6 of the Act, the Financial Management
Regulations or applicable financial controls of any other written law;

= Any significant adverse trends in the financial position of the Town;
+  Whether all required information and explanations were obtained;
+ Whether all audit procedures were satisfactorily completed; and

= Whether the asset consumption ratio and asset renewal funding ratio included in the annual financial
report are supported by verifiable information and reasonable assumptions.

RSM is also required to report any matter which may affect the Auditor General's responsibilities under
sections 24 and 28 of the Auditor General Act 20086, section 7.12 AD of the Act and the Audit Regulations.
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8.2 Term of the audit contract
RSM has been appointed by the OAG for the financial year ending 30 June 2020.

RSM's services will be conducted under the overall direction of the Auditor General, who will retain
responsibility for forming an audit opinion and issuing an audit report to the Town. The contract requires RSM
to use its audit approach and methodology.

8.3 Grant acquittals

Grants received by the Town may need to be acquitted in accordance with the terms and conditions of the
relevant Funding Agreement. Acquitting a grant means accurately reporting on the funded activities and the
expenditure of the funding. Grant acquittal reports, providing activity and financial information, are generally
required at certain stages during the funded project and / or on completion of the funded project. If satisfactory
grant acquittal reports are not provided at the times and in the manner detailed in the Funding Agreement,
there is a risk that any further payments due to the Town will be withheld and the Town may be ineligible to
apply for further grants.

In most circumstances the grant acquittal reports are required to be audited. Generally, the Funding
Agreement will require the Town to engage an auditor to form an opinion that the receipts and payments are
true and fair and that the Town has complied with the terms and conditions of the Funding Agreement.

If RSM is invited by the Town to complete the audit of grant acquittal reports, then RSM must first obtain
approval from the OAG before the audit begins.

8.4 Independence

The Auditor General is an independent officer of the Western Australia Parliament, appointed under
legislation to examine, on behalf of Parliament and Western Australia taxpayers, the management of
resources within the public sector. The Auditor General is not subject to control or direction by either
Parliament or the government. In conducting the audit, the Auditor General, staff and delegates will comply
with all applicable independence requirements of the Australian accounting profession.

RSM International audit methodology requires that we conduct an annual re-evaluation of our independence
prior to the commencement of each assignment. We have fully satisfied ourselves that we do not have any
actual or perceived conflict of interest.

We are fully compliant with our Ethics and Independence Policies, which are verified and tested each year
by our Partner Responsible for Ethics and Independence. Each year we are required to submit certain
information to our Partner Responsible for Ethics and Independence, which is analysed and subjected to a
series of stringent tests. This system has been extensively reviewed by the Australian Securities and
Investments Commission and found to be in accordance with Australian Auditing Standards, the Corporations
Act 2001 and better practice.

9 CURRENT YEAR DEVELOPMENTS

We had discussions with the Town and reviewed the 30 June 2019 financial statements. As at the date of
this audit plan, we identified the following major developments:

9.1 COVID-19

We will work with your management to minimise the risk for your staff and councillors, our staff, and to your
operations, while completing audits in the best timeframe possible under the circumstances. This will likely
involve more audit work being performed remotely rather than at your premises, and/or delaying audit work
if unforeseen circumstances arise.
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9.2 Income recognition

Implementation of AASB 15 Revenue from Contracts with Customers and AASB 1058 Income of Not-for-
Profit Entities are effective from 1 July 2019,
AASB 15 Revenue from Contracts with Customers

New requirements for recognising revenue i.e. when performance obligations are satisfied. Critical elements
that need to be satisfied:

- Agreement between parties must create ‘enforceable’ rights and obligations
- Entity’s promise to transfer goods or services needs to be ‘sufficiently specific’ to be able to determine
when the obligation is satisfied.

The impact of AASB 15 is being assessed by the Town.

AASB 1058 Income of Not-for-Profit Entities

Applies to transactions of not-for-profit entities where the consideration to acquire an asset is significantly
less than fair value principally to enable the entity to further its objectives. Whether income is recognised and
its timing will depend on whether a transaction gives rise to a performance obligation, liability or contribution
by owners. Transactions include those where an entity acquires or receives an asset in exchange for no
consideration (i.e. cash grants, taxes and rates).

The impact of AASB 1058 is being assessed by the Town.
RSM audit response:

RSM will obtain and review the Town’s assessment of the impact of AASB 15 and AASB 1058 and ensure
adequate disclosure in the notes to the financial statements.

9.3 Lease accounting
Implementation of AASB 16 Leases is effective from 1 July 2019.

The distinction between operating leases and finance leases has been removed and requires all leases
(except short term leases and leases of low value) to be recognised as lease assets and lease liabilities on
the balance sheet. This will result in the grossing up of the balance sheet and higher expenses in the early
years of the lease term. Lessor accounting remains similar to current practice (i.e. lessors continue to
distinguish between operating leases and finance leases).

The Town has indicated that the application of AASB 16 has assessed that, based on the number of operating
leases held by the Town, the impact is not expected to be material. The Town expects to apply AASB 16
following the practical expedient permitted by the standard.

RSM audit response:

RSM will obtain the various material lease agreements and review the accounting treatment and related
disclosures in the notes to the financial statements. We will also review the practical expedient option applied
by the Town to recognise the leases in the financial statements under AASB 16.

10 AUDIT APPROACH TO THE KEY AUDIT
AREAS

10.1 Risk assessment

Key audit areas are those areas that, in RSM's professional
judgment, present the most significant risk in our audit of the
financial report.

| Audit scope

As part of our audit approach we have conducted an initial
financial report risk assessment to determine whether any of the
risks identified are, in our judgment, significant. A significant risk Key audit
is an identified and assessed risk of material misstatement in the areas
financial report that, in our judgment is a key audit area and

requires special audit consideration.
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Our assessment of key audit areas is based upon:
« Discussion with the CEO and the Auditor General's representative;
«  The complexity of transactions within each area;

«  The degree of subjectivity in the measurement of financial information related to the risk, especially those
measurements involving a wide range of uncertainty;

+  The degree of susceptibility to fraud risk; and
+ Consideration of any relevant matters that may be discussed during the audit planning stage.
10.2 Materiality

The scope of our audit is influenced by the application of materiality. Based on our professional judgment,
we determined certain quantitative thresholds for materiality, including the overall materiality for the financial
statements. These, together with qualitative considerations, helped us to determine the nature, timing and
extent of our audit procedures on the individual financial report line items and disclosures and to evaluate
the effect of identified misstatements, both individually and in aggregate, on the financial report and on our
opinion.

In assessing the risk profile of the Town, and in consideration of the users of the financial report, we have
adopted materiality guidelines in accordance with Australian Auditing Standards.

For the purpose of determining materiality, assets and infrastructure are considered a key metric of interest
to the users of the financial statements, Therefore, they will be used as the main benchmark for the
calculation of overall materiality.

However, expenses are an item of significant interest to users of local government financial statements, as
they seek to ensure funds are being spent appropriately. Therefore, we will consider a specific lower
materiality for those account balances where there are circumstances (including qualitative factors) for which
misstatements of lesser amounts than overall materiality could reasonably be expected to influence the
economic decisions of users of the financial statements. For example, specific lower materiality will be
calculated using total expenses as the benchmark for items such as revenue, other income, expenses, payroll
and liability balances.

For the purpose of this APM, we referred to the audited 30 June 2019 financial report of the Town and used
our professional judgment to determine a planning materiality amount. In line with OAG policy, we have not
disclosed the amount of planning materiality.

10.3 RSM approach to auditing significant risk

RSM’s approach to auditing a class of transactions, account balance or disclosure is to initially assess
whether there is a reasonable possibility that it could contain a material misstatement. Our risk assessment
is based on both quantitative and qualitative criteria to determine whether they are significant.

Our audit strategy follows a hierarchy, which starts with testing of controls, then moves to substantive
analytical review procedures and then finally testing of details. The following diagram shows an example
where a high level of reliance on controls, along with a moderate level of reliance on substantive analytics is
likely to result in testing of details that can safely rely on smaller sample sizes.

High
Audit Reliance Medium
Controls Sub_stantlvt'a Test of details
analytical review
Audit technique
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Based on our review of the Town’s available financial information, we anticipate to rely on internal controls,
which effectively means we can apply a moderate level of substantive analytics and limited testing of details.
This controls based approach is both efficient and effective.

We are planning to conduct a review of the 30 June 2019 audit file prior to the commencement of interim
audit fieldwork. If the circumstances do not permit this to occur, alternative audit procedures will be performed
for prior period assessment of the design and implementation of controls.

10.4 Professional scepticism

We approach all our audits with a degree of professional scepticism as required by Australian
Auditing Standards. In addition, professional scepticism is a key component of delivering an effective public
sector audit. ASA 200 Overall Objectives of the Independent Auditor and the Conduct of an Audit in
Accordance with Australian Auditing Standards defines professional scepticism as ‘an attitude that includes
a questioning mind, being alert to conditions which may indicate possible misstatement due to error or fraud,
and a critical assessment of audit evidence’.

Professional scepticism is particularly relevant in areas that involve management assumptions and/or
estimates. It is also critical when evaluating audit evidence to reduce the risk of the auditor:

«  Qverlooking unusual circumstances; and

¢ Over generalising when drawing conclusions from observations using inappropriate assumptions in
determining the nature, timing and extent of evidence gathering procedures and evaluating the results
thereof.

11 SIGNIFICANT RISK AREAS

Using the 30 June 2019 financial report as a guide and referring to the RSM calculated materiality amount
and risk assessment, RSM has identified the following potential significant risk areas for the current financial
year:

Significant risk area 30 June 2019 30 June 2018

$ $

Revenue and receivables cycle

Rates 13,125,890 13,184,183
Fees and charges 6,220,530 5,802,776
Trade receivables (current and non-current) 1,347,336 1,437,754
Purchases and payment cycle

Material and contracts 7,197,066 7,089,841
Property, Plant and Equipment (additions) 200,315 658,596
Infrastructure (additions) 1,157,619 1,614,522
Fixed assets cycle

Property, Plant and Equipment 55,780,006 56,195,749
Infrastructure 107,396,632 109,135,859

11.1 Revenue and receivables cycle — rates / fees and charges / receivables

Reasons why RSM considers this area a significant risk

Revenue is measured by considering multiple elements, for example rates transactions are calculated by the
application of a rate in the dollar to the Gross Rental Value (GRV) or Unimproved Value (UV), which is in
turn determined by dividing the required rate collection amount by the total valuations on the roll. GRV's and
UV’s vary between the various property types. The GRV / UV is supplied by Landgate. Furthermore, rates
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revenue represents a significant portion of the Town’s annual operating income and is an important revenue
stream in terms of the Town's cash flows.

Fees and charges are a material amount and is measured by the application of an annual charge to rateable
land supplied with specified services. For example, community amenities and recreation and culture fees.
There are also further complexities with the application of the eligible pensioners rebate scheme. In addition,
further complexity and risk is associated with the requirement for the Town to comply with Part 6, Division 6
‘Rates and service charges’ of the Act.

Based on the above complexities and the high risk of management override, revenue recognition for rates is
considered significant risk.

RSM audit response

RSM audit procedures will include, among other things, assessment of the Town’s effectiveness of key
internal controls operating within the revenue cycle, including application controls. RSM will perform a
walkthrough of the key management controls over the revenue cycle and test key management controls.
RSM will review, on a sample basis, the reconciliations and calculation of rates and compare these against
historical results. In order to assess the completeness of recording revenue in the correct accounting period,
RSM will perform revenue cut-off testing and review credit notes.

To determine the existence of the receivable balance and the recoverability thereof as at 30 June 2020, RSM
will review receivables balances on a sample basis and perform subsequent receipt testing. Furthermore, we
will perform analytical procedures on rates through detailed comparison with prior year balances and budget
forecasts. RSM will also determine if the disclosures in the notes to the financial report related to the Town’s
revenue recognition policy are appropriate.

11.2 Purchases and payment cycle
Reasons why RSM considers this area a significant risk

All procurement made by the Town is subject to the requirements of the Act and Part 4 of the Local
Government (Functions and General) Regulations 1996 (Functions and General Regulations), which is
the basis for the Town’s purchasing policy (Policy). The Act and the Functions and General Regulations are
there to guide the Town in delivering best practice in the purchasing of goods, services and works that align
with the principles of transparency, probity and good governance. Errors, uncertainty and unrealistic timelines
can undermine market confidence, discredit a purchasing process and devalue the outcome of the
procurement. Due to the strict and complex requirements of the Policy, including value for money, regulatory
compliance, record management, transparency and professionalism, there is potential for insufficient
knowledge of the Policy’s requirements or failure to comply with the Policy.

RSM audit response

RSM will review the Town’s purchasing policies and assess the effectiveness of internal controls operating
within the payment cycle. In addition, we will perform a walkthrough of the key management controls over
the purchase and payment cycle, including tendering, and perform tests of control on key management
controls over the purchase and payment cycle. Furthermore, we will perform analytical procedures on
procurement through detailed comparison with prior year balances and budget forecasts. Our testing will
include an evaluation of whether the Town’s purchasing activities have complied with the Act and the
Functions and General Regulations.

11.3 Fixed assets cycle
Reasons why RSM considers this area a significant risk

Property, Plant and Equipment and Infrastructure respectively constitute 30% and 58% of the Town's total
assets as at 30 June 2019. Under regulation 17A of the Financial Management Regulations, the Town’s
Property, Plant and Equipment and Infrastructure is to be carried at fair value less accumulated depreciation
and accumulated impairment losses. Under regulation 17(4) of the Financial Management Regulations, the
Town is required to revalue an asset:

+ Whenever the local government believes the fair value of the asset is likely to be materially different from
its carrying amount; and
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= In any event, within a period of at least 3 years but not more than 5 years after the day on which the
asset was last valued or revalued.

Furthermore, in accordance with paragraph 9 of AASB 136 Impairment of Assets, the Town is required to
assess at reporting date whether there is any indication that an asset may be impaired.

Effective from 1 July 2018, regulation 17A (5) of the Financial Management Regulations provides that an
asset is to be excluded from the assets of a local government if the fair value of the asset as at the date of
acquisition by the local government is under $5,000.

RSM audit response

The Town is not planning to revalue any classes of Property, Plant and Equipment or Infrastructure during
the year ending 30 June 2020. Therefore, we will review the Town's assessment that the fair value of
Property, Plant and Equipment and Infrastructure assets is not likely to be materially different from their
carrying amounts and the Town’s consideration of any potential impairment indicators.

We will review the Town's assessment that the fair value of Property and Infrastructure assets is not likely to
be materially different from their carrying amounts and the Town's consideration of any potential impairment
indicators.

We will review management’s assessment of those assets below $5,000, obtain and review the action taken
by the Town to expense these assets from the asset register and confirm that the local government is properly
and accurately recording portable and attractive assets.

12 OTHER CRITICAL DISCLOSURES IN THE FINANCIAL REPORT

RSM will also audit the following critical disclosures in the financial report:
12.1 Related party disclosures

The Town continues to be subject to the requirements of AASB 124 Related Party Disclosures. The Standard
requires disclosures for senior officers’ compensation and certain transactions with related parties. A review
will be conducted to ensure proper accounting and disclosure of related party transactions and executive
remuneration.

Further, section 7.12AL of the Act applies section 17 of the Auditor General Act 2006 to a local government,
which requires the Town to advise the Auditor General in writing of details of all related entities that are in
existence.

RSM Audit response:

We will review the disclosures and supporting material to ensure compliance with AASB 124. We will also
assess the Town's internal controls around the identification and proper disclosure of related party
transactions and director / executive remuneration.

12.2 Financial ratios

Under regulation 50 of the Financial Management Regulations, the annual report is to include financial ratios.
Financial ratios are designed to enable users of annual financial reports to interpret more clearly the Town's
performance and financial results as well as provide a comparison of trends over several years.

These indicators provide a measure of the financial sustainability of local governments and complement the
national criteria endorsed by the Local Government and Planning Ministers’ Council. They provide for a
comprehensive tool for monitoring the financial sustainability of local governments.

RSM Audit response:

We will obtain and audit the ratios to assess compliance with regulation 50 of the Financial Management
Regulations.
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12.3 Capital and other commitments for expenditure

The Town will disclose in the financial statements several capital and other commitments relating to future
asset construction and replacements.

RSM Audit response:
We will check the underlying calculations and review the evidence to support the amounts disclosed.
12.4 Reserve accounts

The Town has established several reserve accounts under section 6.11 of the Act for the purpose of setting
aside money for a specific purpose to be used in a future period. Cash reserves are required to be held in
separate bank accounts. However, reserve accounts are not separate funds and are consolidated with the
municipal fund in the financial statements of the Town.

RSM Audit response:

RSM will review the reserve account reconciliations and test that the transfers to and from these accounts
are in accordance with the specific purpose of the reserve.

12.5 Major land transactions

Regulation 46 of the Financial Management Regulations prescribes the disclosure requirement for major
land transactions. The information to be disclosed by the Town is set out in regulation 47 and includes:

«  Details of the total income and expenditure for the transaction; and
«  Details of the amount or value of any surplus of money or assets.
RSM Audit response:

RSM will review the financial records of the Town to assess whether all major land transactions have been
identified and disclosed in accordance with regulation 47.

13 CONTROLS

13.1 Internal control

Internal controls are systems, policies and procedures that help an entity reliably and cost effectively meet
its objectives. Sound internal controls enable the delivery of reliable, accurate and timely external and internal
reporting. The Town is responsible for developing and maintaining its internal control framework to enable:

< Preparation of accurate financial records and other information;

«  Timely and reliable external and internal reporting;

«  Appropriate safeguarding of assets; and

«  Prevention or detection and correction of errors and other irregularities.

The annual financial audit enables RSM to form an opinion on the Town’s financial report. An integral part of
this, and a requirement of Australian Auditing Standard ASA 315 Identifying and Assessing the Risks of
Material Misstatement through Understanding the Entity and its Environment, is to assess the adequacy of
an organisation’s internal control framework and governance processes related to its financial reporting.
While this understanding has a significant impact on our audit strategy, our audit of the Town’s financial
report is not designed to assess, nor do we provide an opinion on, the effectiveness of internal controls.

We focus on the internal controls relating to financial reporting and assess whether the Town has managed
the risk that the financial report will not be complete and accurate. Poor controls diminish management’s
ability to achieve the organisation’s objectives and comply with relevant legislation. They also increase the
risk of fraud.
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During our planning procedures we will gain an understanding of the following components of internal control:
«  Control environment

+ Risk assessment procedures

< Information systems

= Control activities

= Monitering procedures

Our preliminary assessment of the internal control framework may indicate that the internal controls are likely
to be effective in preventing or detecting and correcting material misstatements in the financial report. In
these circumstances we would plan to place reliance on the key internal controls relating to the material
components in the financial report to support our audit opinion.

13.2 Significant changes to internal controls
No significant changes to internal controls for the 2020 financial year to date.
13.3 Rotation approach

In accordance with our rotational controls testing approach, we will conduct a risk assessment for each major
transaction cycle during our initial engagement year. The risk assessment is benchmarked against our
knowledge of each transaction cycle within the local government sector. Using the risk assessment, we
design a control testing rotation plan that will bring certain transaction cycles into audit scope each year.
Those cycles not in scope will be subject to our normal walkthrough procedures and confirmation of our
understanding of the key controls.

Those transactions cycles in scope will be subject to detailed controls testing, including testing of the design
and effectiveness of those contrals.

RSM Audit response:

During the current year audit, RSM will be testing controls over the revenue, purchases, fixed asset, payroll
and cash/treasury cycles.
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14 FRAUD RISK

Under Australian Auditing Standard ASA 240 The Auditor's Responsibility Relating to Fraud in an Audit of a
Financial Report, when planning and performing audit procedures and evaluating the results, the auditor
must consider the risk of material misstatement in the financial report because of fraud and error.

Although ASA240 sets out the principles and procedures we must follow, the primary responsibility for the
prevention and detection of fraud and error rests with the Council and the CEO. The Council and the CEQ is
responsible for maintaining accounting records and controls designed to prevent and detect fraud and error,
and for the accounting policies and estimates inherent in the financial report.

Our audit procedures on fraud risk include the following:

« Forward a copy of the fraud control checklist for self-assessment to the Town's management prior to our
final audit visit. The checklist allows us to make inquiries of management, to obtain its understanding of
the risk of fraud within the Town and to determine whether management have any knowledge of fraud
that has been perpetrated on or within the entity. We will review the fraud control self-assessment by the
Town;

«  Review the Town’s fraud control procedures in place to reduce the risk of fraud occurring within the entity,
including the Town's code of conduct;

- Understand the Town’s fraud control environment;

= Understand the business rationale for significant or unusual transactions;
= Review current accounting estimates for biases;

= Review the appropriateness of year end accounting adjustments;

= Make enquiries of management and others within the Town; and

= Incorporate an element of unpredictability in the selection of the nature, timing and extent of audit
procedures to be performed as individuals within the entity who are familiar with the audit procedures
normally performed on engagements may be more able to conceal fraudulent financial reporting.

15 OTHER AUDIT MATTERS

15.1 Internal audit

An effective internal audit function is important for ongoing maintenance and improvement of risk
management, internal control overseen by an effective Audit Committee, and governance processes. The
internal audit function acts as the independent eyes and ears for Council on administration and controls in
key areas of risk.

Internal audit is a key component of the defence against fraud, including misrepresentation. Although the
Town's financial management governance and risk framework, and management oversight and monitoring
are the initial lines of defence against fraud or error, internal audit is also a crucial component,

Subject to the requirements of Auditing Standard ASA 610 Using the Work of Internal Auditors, if we have
satisfied ourselves regarding the competence and objectivity of Town's internal audit function, we plan to rely
on their work where possible. The use of the Town’s internal audit function may be used in the following
ways:

= To obtain information that is relevant to RSM'’s assessments of the risks of material misstatement
due to error or fraud; and

= As partial substitution for audit evidence to be obtained directly by RSM.

The responsibility for internal audit rests with the Town. The Town has engaged Moore Stephens to perform
internal audits. We have discussed the current year internal audit work program with the Town and plan to
rely on the internal auditor's work where relevant and appropriate.
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15.2 Audit preparation checklists

To assist the Town to gather and collate the necessary audit information and documentation, we will issue
in advance of each audit visit an Interim Audit Preparation Checklist and a Final Audit Preparation Checklist.
As the requested information will be an important part of our audit working papers, the information must be
made available to RSM on the dates specified at section 17 of this APM. This will assist us in delivering an
efficient audit and minimising interruptions to the Town's staff.

We have established a fully secure data upload function, which is available to the Town to file the documents
and records we will need for our audit. We have found this facility to be very useful and clients have
appreciated the savings in time and reduced disturbance by auditors during the audit fieldwork.

iManage

Share

15.3 Important changes in governance, management or internal control environments

The Town has advised that, other than those matters mentioned in the APM, there are no other major
changes to its governance, management or internal control environment that may significantly impact the 30
June 2020 financial report.

15.4 Cumulative knowledge of accounting and computer systems and any expected changes

The Town has represented that they are not aware of any significant changes to the accounting or computer
systems.

16 INVOLVEMENT OF INFORMATION SYSTEMS AUDIT SPECIALIST

The financial management systems being used by the local government entities is varied, but there is a
general reliance on “Authority”. In some circumstances the information systems are integrated, whereas in
others they are separate and rely on manual transfer of data between systems.

Due to the varying degree of financial system integration at each local government, RSM has assessed the
information system environment as being sophisticated and we will engage an Information System Auditor
(ISA) specialist to assess the risk of material misstatement imposed by the Information Technology (IT)
environment at each local government.

The audit procedures conducted by the ISA will include, among others:

= Testing general IT controls around system access and testing controls over computer operations
within specific applications which are required to be operating correctly to mitigate the risk of
misstatement in the financial statements;

= Reviewing the key controls around change management related to significant IT systems.

RSM complies with Auditing Standard ASA 315 Identifying and Assessing the Risks of Material Misstatement
through Understanding the Entity and lts Environment. Our approach to information systems audit is to
obtain an understanding of the information system, including the related business processes, relevant to
financial reporting, including (amongst others) how the information system captures events and conditions,
other than transactions, that are significant to the financial statements.
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17 TIMETABLE

Phase Task Indicative Action
timeframe ()
Planning Pre-planning meeting to review and update the | 30 March 2020 RSM
overall audit approach and plan
Issue draft 2020APM to the Town for commentary 6 April 2020 RSM
Entrance meeting with the CEO and Audit N/A @) RSM
Committee for the presentation and discussion of T
final APM -
Interim audit | Issuing of Interim Audit Preparation Checklist to the 20 April 2020 RSM
fieldwork Town
Based on risk assessment, performance of cyclical | 1 —5 June 2020 RSM
controls testing, walkthrough of major business
cycles and review of key reconciliation procedures
for the 9 months ended 31 March 2020
Assessment of status of Management Letter points
raised for the prior year
Interim audit | Interim audit findings meeting with Town RSM
reporting management, the OAG and RSM to discuss any
significant control matters surrounding the major 11 June 2020 OAG
transaction cycles and content of the management c -
letter, if any SIE=SIOk
Issue of the draft Interim Management Letter to the 15 June 2020 RSM
OAG for consideration and comment.
OAG
Issue the draft Interim Audit Management Letter to 17 June 2020 RSM
the Town for consideration and comment.
Town
Return of draft Interim Audit Management Letter to 22 June 2020 Town
RSM with commentary
Issue the Interim Audit Management Letter to the 25 June 2020 RSM
OAG
Draft The Town submits shell financial report to RSM for 19 June 2020 Town
financial review and comment
report
Town to submit draft financial report as per the Act 25 September Town
deadline. 2020
Final audit Issuing of Final Audit Preparation Checklist 31 July 2020 RSM
fieldwork
Provision of trial balance as at 30 June 2020 to RSM 25 September Town
2020
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Indicative

timeframe ()
Performance of substantive tests for revenue and 12-16 October RSM
expenditure cycles for the 3 months ended 30 June 2020
2020
Performance of substantive tests for balance sheet
accounts as at year end
Final audit Final audit closing meeting with the Town RSM
reporting management, the OAG and RSM to discuss any OAG
significant accounting issues and findings noted XX October 2020
during the final audit. If there are significant, Town
unresolved matters, then a meeting will also be held
with Council and CEO.
Issue the draft Final Audit Management Letter forthe | XX October 2020 RSM
year ended 30 June 2020 to the OAG for OAG
consideration and comment .
Issue the draft Final Audit Management Letter forthe | XX October 2020 RSM
year ended 30 June 2020 to the Town for T
consideration and comment ——
Return draft Final Audit Management Letter for the | XX October 2020 Town
year ended 30 June 2020 to RSM with commentary
Issue the Final Audit Management Letter to the OAG | XX October 2020 RSM
Preparation of OAG Signing Review Memorandum XX October 2020 RSM
Review of audit file by OAG XX October 2020 OAG
Audit Closing Report issued XX November RSM
2020
Exit Meeting with Town XX November RSM
2020 OAG
Town
Issue final Management Representation Letter and XX November Town
approve Financial Report 2020
Independent Contract Auditor's Report issued XX November RSM
2020
OAG to sign and issue the Audit Report November 2020 OAG

(1) The above dates are tentative at this stage and are subject to amendment as a result of staff
availability from the Town and OAG due to COVID-18.

(2) The entrance meeting has been marked as Not Applicable (N/A) due to the resource constraints
being experienced by the Town from the COVID-19 crisis. The Town has advised that the APM will
be circulated to Council at the next meeting.
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18 APPENDIX A: DRAFT MANAGEMENT REPRESENTATION LETTER

Our Ref:
Your Ref:

Ms Caroline Spencer
Auditor General

Office of the Auditor General
7t Floor, Albert Facey House
469 Wellington Street
PERTH WA 6000

Dear Ms Spencer

REPRESENTATION LETTER IN RESPECT OF THE TOWN OF BASSENDEANERROR! REFERENCE
SOURCE NOT FOUND.’S ANNUAL FINANCIAL REPORT FOR THE YEAR ENDED 30 JUNE 2020
ERROR! REFERENCE SOURCE NOT FOUND.

This representation letter is provided in connection with your audit of the Town’s annual financial report for
the year ended 30 June 2020 for the purpose of expressing an opinion as to whether the annual financial
report is fairly presented in accordance with the Local Government Act 1995 (the Act), the Local
Government (Financial Management) Regulations 1996 and, to the extent that they are not inconsistent
with the Act, Australian Accounting Standards.

We submit the following representations for the year ended after making appropriate enquiries and
according to the best of our knowledge and belief. This representation covers all material items in each of
the categories listed below.

1.  GENERAL

(a) We have fulfilled our responsibilities for the preparation and fair presentation of the annual
financial report in accordance with the Local Government Act 1995 (the Act), the Local
Government (Financial Management) Regulations 1996 and, to the extent that they are not
inconsistent with the Act, Australian Accounting Standards.

(b)  We have advised your auditors of all material contentious methods used in the presentation
of the financial report.

(c) There have been no changes in accounting policies or application of those policies that
would have a material effect on the financial report, except as disclosed in Note XX to the
financial report.

(d)  The prior period comparative information in the financial report has not been restated
except as disclosed in Note XX to the financial report.

(e) Significant assumptions used by us in making accounting estimates, including those
measured at fair value, are reasonable. We confirm the disclosures related to accounting
estimates are complete and appropriate.

()  We have established and maintained an adequate internal control structure and adequate
financial records as we have determined are necessary to facilitate the preparation of the
financial report that is free from material misstatement, whether due to fraud or error.
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(g) We have provided your auditors with
(i) Access to all information of which we are aware that is relevant to the preparation
of the financial report, such as records, documentation and other matters.
(ii) Additional information that your auditors have requested for the purpose of the
audit.
(iii) Unrestricted access to staff and councillors of the Town from whom your auditors
determined it necessary to obtain audit evidence.

(h)  All transactions have been recorded in the accounting and other records and are reflected
in the financial report.

(iy  Allinternal audit reports and reports resulting from other management reviews, including
legal issues and legal opinions which have the capacity to be relevant to the fair
presentation of the financial report including, where relevant, minutes of meetings, have
been brought to your auditors’ attention and made available to them.

()  We have advised your auditors of all known instances of non-compliance or suspected non-
compliance with laws and regulations, and all known data or security breaches whose
effects should be considered when preparing the financial report.

(k) We have provided to your auditors the results of our assessment of the risk that the
financial report may be materially misstated as a result of fraud.

() No frauds or suspected frauds affecting the involving:

(iy Management;
(i) Employees who have significant roles in internal control; or
(i) Others
have occurred fo the knowledge of management.
[OR]
We have provided information to your auditors of our knowledge of fraud or suspected fraud
affecting the involving:
(i) Management;
(i) Employees who have significant roles in internal control: or
(iii) Others.
A summary of these is provided below/attached.

(m) To our knowledge no allegations of fraud or suspected fraud affecting the Town’s financial
report has been communicated to us by employees, former employees, analysts, regulators
or others.

[OR]

We have provided information to your auditors of our knowledge of any allegations of fraud
or suspected fraud affecting the Town’s financial report communicated by employees,
former employees, analysts, regulators or others.

Details are as follows/attached.

(n) We have disclosed to your auditors all known actual or possible litigation and claims whose
effects should be considered when preparing the financial report, and they have been
accounted for and disclosed in accordance with Australian Accounting Standards.
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FAIR VALUE MEASUREMENTS AND DISCLOSURES

We confirm that where assets and liabilities are recorded at fair value, the value attributed to
these assets and liabilities is the fair value.

We confirm that the carrying amount of each physical non-current asset does not materially
differ from its fair value at the end of the reporting period. Significant fair value assumptions,
including those with high estimation uncertainty, are reasonable.

We confirm the measurement methods, including related assumptions, used by management
in determining fair values are appropriate and have been consistently applied.

We confirm that the fair value disclosures in the financial report are complete and appropriate.
GOING CONCERN

We confirm that the going concern basis of accounting is appropriate for the annual financial
report.

CONTINGENT LIABILITIES

There are no material contingent liabilities at year end that have not been completely and
adequately disclosed in the Notes to the financial report.

COMMITMENTS FOR CAPITAL AND OTHER EXPENDITURE

Other than those commitments reported in the Notes to the financial report, there were no
significant commitments for capital or other expenditure contracts carrying over at year end.

FINANCIAL LIABILITY FOR CONTAMINATED SITES

We are aware of our obligations under the Contaminated Sites Act 2003 and have reported
to the Department of Water and Environmental Regulation, all land owned, vested or leased
by the Town that is known to be, or is suspected of being, contaminated. All actual liabilities
or contingent liabilities, if any, have been recognised and/or disclosed in the financial report
as appropriate.

RELATED ENTITIES

We acknowledge our responsibility under section 17(1) of the Auditor General Act 2006 (as
applied by section 7.12AL of the Local Government Act 1995) to give written notice to the
Auditor General if any of the Town’s functions are being performed in partnership or jointly
with another person or body, through the instrumentality of another person or body, and/or
by means of a trust. We confirm that we have provided the Auditor General with details of
all related entities in existence at 30 June 2020.

RELATED PARTIES

We have disclosed to your auditors the identity of the Town’s related parties, as defined in
Australian Accounting Standards, of which we are aware, and all the related party
relationships and transactions of which we are aware. These include the Town’s key
management personnel (KMP) and their related parties, including their close family
members and their controlled and jointly controlled entities.

We have appropriately accounted for and disclosed such relationships and transactions in
accordance with the requirements of Australian Accounting Standards.

KEY MANAGEMENT PERSONNEL COMPENSATION

We confirm the Town’s key management personnel (KMP) have not received any other
money, consideration or benefit (except amounts being reimbursements for out of pocket
expenses) which has not been included in the compensation disclosed in the Notes to the
financial report.
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10. SUBSEQUENT EVENTS
All events subsequent to the date of the financial report and up to the date of this letter for
which Australian Accounting Standards require adjustment or disclosure, have been
adjusted or disclosed.
[OR]
No matters or occurrences have come to our attention between the date of the financial
report and the date of this letter which would materially affect the financial report or
disclosures therein, or which are likely to materially affect the future results or operations.

11. INTERNAL CONTROL
We acknowledge our responsibility for the design, implementation and maintenance of
internal control to prevent and detect fraud.

12. INSURANCE
We have established procedures to assess the adequacy of insurance cover on all assets
and insurable risks. We believe, where appropriate, assets and insurable risks are adequately
covered by insurance.

13. RISK MANAGEMENT
We confirm that we have established and maintained a risk management framework that is
appropriate to the Town.

14. FINANCIAL RATIOS
We confirm that the financial ratios included in the annual financial report have been
prepared and fairly presented in accordance with the Local Government (Financial
Management) Regulations 1996.
We confirm that the asset consumption ratio and the asset renewal funding ratio are
supported by verifiable information and reliable assumptions.

15. ACCOUNTING MISSTATEMENTS
There are no uncorrected misstatements in the financial report
[OR]
The effects of uncorrected misstatements are immaterial, both individually and in the
aggregate, to the financial report taken as a whole. A summary of these uncorrected
misstatements is listed below.

Account Reported balance | Actual balance Variance
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16. ELECTRONIC PRESENTATION OF THE AUDITED ANNUAL FINANCIAL REPORT AND
AUDITOR’S REPORT

(a) We acknowledge that we are responsible for the electronic presentation of the annual
financial report.

(b) We will ensure that the electronic version of the audited annual financial report and the
auditor’s report presented on the Town’s website is the same as the final signed
versions of the audited annual financial report and the auditor’s report.

(c) We have clearly differentiated between audited and unaudited information in the
construction of Town’s website and understand the risk of potential misrepresentation
in the absence of appropriate controls.

(d) We have assessed the security controls over the audited annual financial report and the
auditor’s report and are satisfied that procedures in place are adequate to ensure the
integrity of the information provided.

(e) We will ensure that where the auditor's report on the annual financial report is provided
on the website, the annual financial report is also provided in full.

17. OTHER (UNAUDITED) INFORMATION IN THE ANNUAL REPORT

We will provide the final version of the annual report to you when available, to enable you to
complete your required procedures.

Director Corporate Services (or the equivalent) Date

NAME:

Chief Executive Officer Date

NAME:
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19 APPENDIX B: ADDITIONAL INFORMATION CONTACTS

Alasdair Whyte

Liang Wong

RSM Australia

Office of the Auditor General

Level 32, Exchange Tower

7th Floor, Albert Facey House

2 The Esplanade

469 Wellington Street

Perth Western Australia 6000

Perth Western Australia 6000

Tel: +61 8 9261 9421

Tel: +61 8 6557 7542
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THE POWER OF BEING UNDERSTOOD
AUDIT | TAX | CONSULTING

RSM Australia Pty Ltd is amember of the RSM network and trades as RSM.
RSM is the trading name used by the members of the RSM network.

Each member of the RSM network is an independent accounting and
consulting firm each of which practices inits own right. The RSM network is
notitself a separate legal entity of any description in any jurisdiction,

The RSM netwerk is administered by RSM International Limited, a company
registered in England and Wales (company number 4040598) whose
registered officeis at 11 Old Jewry, London EC2R 8DU.

The brand and trademark RSM and other intellectual property rights used
by members of the network are owned by RSM International Association,
an association governed by article 60 et seq of the Civil Code of Switzerland
whose seatisin Zug.

© RSM International Association

rsm.com.au

Liability limited by a scheme approved under professional standards legislation

RSM
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DRAFT INTERNAL AUDIT SCHEDULE
2020-2021 TO 2022-2023

1 | 2021-2022

Regulation 17 — Local Government
(Audit) Regulations 1996:
Corporate Governance

Risk Management

Legislative Compliance

General Finance Controls:

Payroll and Employee Leave (after
upgrade)

Purchasing and Creditors (after upgrade)
Credit Cards and card management
system (after upgrade)

Tenders and Contract Management
including Extensions and Variations
Receipting and Management of Monies
held for specific purposes

Bank Reconciliations

General and Rate Debtors

Investments and Cash Flow Management
Budgeting and cost controls

Assets

Information Management and Reporting
Taxation — GST, FBT

Information Technology:

Application and access controls

IT Governance

Disaster Recovery & Backup

Information Security
Management of IT Risks

Change Management & Change Controls
Remote Access/Security considerations |
for working from home arrangements
Lease Agreements

Records Management

Fraud Prevention and Detection

On line services — Dog and Cat
Renewals, Debtors and Infringements
(after implementation of the modules)
Grant acquittals

As As
required required required
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1.0 Engagement Overview

Introduction

Council at the Ordinary Council meeting on 27 August 2019 endorsed the Assurance Plan for 2019 -2020 which
included a Payments Audit. Accordingly, an internal audit of Accounts Payable and Purchasing was conducted by
Moore Stephens with onsite visits from 10 — 12 December 2019.

Objective

The audit chjective was to review the appropriateness and effectiveness of internal controls in line with Local
Government (Financial Management) Regulations 1996 Section 5(2)(c) pertaining to processes key to Accounts
Payable, credit card expenditure and purchasing under the Tender threshold. Note — An internal audit of Tenders
and Contracts was conducted in May 2017.

Scope
The following areas were included in the scope of the audit:
e Approval and appropriate delegation of authority over invoice processing and procurement activities;

e Detailed testing of purchasing activity (with focus below the tender threshold) for compliance to the
Town’s Purchasing Policy and relevant legislative requirements.

* Evaluation of the appropriateness and effectiveness of key internal controls which ensure appropriate
segregation of duties, accuracy and completeness of transactions and recordkeeping;

e Adequacy of system automated controls within the Accounts Payable of the Town’s Financial
Management System;

e Adequacy of controls around update of Supplier master data file;
e Adequacy of purchasing via credit cards including the reconciliation procedures; and
e Evaluation of the processes for workflow efficiency and effectiveness for anti-fraud prevention.

The Town’s volume statistics are as follows (based on the transaction files provided to us):

Financial Year  Credit Cards (number: 21) Purchase Orders
Value Count Value Count

2018 $294,456.00 2,358 $10,742,729 3,307

2019 $280,917.02 2,195 $10,037,683 3,221

Approach / methodology
The audit process included:

* Understanding of policies /procedures including walkthroughs of key controls to assess for
appropriateness and effectiveness;

* Use of data analytics to identify high risk transactions, unusual spend patterns and anomalies for further
follow-up and audit testing; and

e Review of system controls to mitigate against fraud risk.
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2.0 Executive Summary

Background

The Town’s Accounts Payable function consists of one full-time Creditors Officer. Support is provided by Asset
Services Administration for the technical review and approval of invoices received by the Depot. The Finance
Manager has oversight of the Accounts Payable function and performs cursory reviews of all invoices prior to
authorisation for payment via the Town’s banking platform.

The Town’s Procurement Policy outlines the requirements for purchasing activity. In practice, purchasing for
goods and services under $60,000 are the responsibility of the relevant Service Areas. Purchases over $60,000
are co-ordinated through the Procurement team (two staff) who assist service areas with their purchasing
requirements.

The Town'’s Financial Management System (Synergy) does not have an automated workflow for purchase order
approval, therefore all purchase orders are printed and distributed for physical signature.

Use of data analytics
Using the data collected from the Town, we applied analytics to achieve the following objectives:

e Toidentify patterns of spend, unusual trends, and characteristics to enable us to risk weight our samples
for detailed testing i.e. by reviewing source documentation.

e Toprovide positive assurance (purchasing outliers) when compared to normal spending patterns. Refer
to Section 3 Internal Control Framework — Assessment page 11 for further details.

e To provide detailed insights to the Town as a value-added component to our internal audit work.

Overall Results

Our assessment of the effectiveness and efficiency of the Accounts Payable and Purchasing functions indicate
the current environment of labour-intensive manual procedures which could expose the Town to increased fraud
risk.

Our observations and inspection of the manual operating controls in place support a culture of staff performing
diligent reviews based on their understanding of what is required. However, the lack of automated controls
within the Accounts Payable module increases the risk of inappropriate payments to suppliers and/or external
parties. This may be due to fraud or unintentional error. For example, it was revealed the Creditors Officer had
system access to change purchase order details to facilitate invoice processing. This practice was not known to
the recently appointed Finance Manager and without appropriate monitoring controls, this control gap exposed
the Town to inappropriate payments. Access has since been removed. The review of invoices (20) paid did not
detect anomalies against purchase order details.

The review of purchasing activity highlighted good compliance to the legislative requirements regarding tender
thresholds and obtaining quotes for purchasing greater than $60,000. An area for improvement is in the
recordkeeping of quotations and correspondence supporting purchasing decisions which were found in multiple
locations.

The summary of key findings are:

e Review of the controls around maintenance of Supplier Masterfile revealed a lapse in the independent
check of changes to supplier details due to changes in key staff. This was remediated immediately upon
the Town's knowledge;

Town of Bassendean

Internal Audit — Accounts Payable & Purchasing- April 2020 maNEE SRRt 13




2.0 Executive Summary (continued)

Using data analytics, redundant records were found in the Synergy system which if left unattended
increases the Town'’s fraud risk.

Full details of all the findings are found in Section 3.0 Key Findings and Recommendations.

Key Recommendations

The following are our key recommendations:

Implementation of system controls to replace manual controls to strengthen the existing internal control
environment. Feasibility of upgrading the existing financial system to a more contemporary version
including automated controls should be considered.

Review and update of the Town's Procurement Policy and Guidelines to reflect industry better practices
and in line with any anticipated improvements to the control environment i.e. automated workflow
approval. Staff training should be provided as part of the roll-out of the updated policy and policy
guidelines (if applicable).

Development of a Town Fraud & Corruption Control Plan to help ensure a strategic approach is taken to
mitigate fraud risk within the Town’s risk appetite. Examples include regular monitoring of unusual spend
activity and high risk payments.

Implementation of improvement opportunities identified through data analytics to:
— reduce the fraud risk i.e. removal of inactive suppliers, duplicate suppliers/creditors; and

— increase efficiency by reducing the number of low value purchase orders.

Insights from Data Analytics

Utilising data analytics software, our Data Scientist working with our Risk Specialist identified insights into the
data provided by the Town. This would not have been possible to achieve in an efficient manner using traditional
audit techniques. Insights to the Town'’s purchasing activity for FY 2019 and FY20 (where available):

Town of Bassendean
Internal Audit — Accounts Payable & Purchasing- April 2020

Credit card spend by value: 40% of credit card purchases are over $85, with 4.2 % over 1,000
(Diagram 1).

Purchase order by value —47% of POs are $500 or less, representing 3% or $301,130 (Diagram 2).

There are 5,726 inactive suppliers/creditors with no activity in last two years. Many of these
suppliers/creditors are likely redundant records and no longer required. This also presents an increased
fraud risk as their supplier Masterfile could be amended to perform fraud.

Detailed testing of 20 purchase of goods/services with ‘higher risk’ characteristics did not reveal any
discrepancies.

These statistics suggest that about half of the POs could be eliminated by changing purchasing behaviour
of low value items. Reducing volume of POs will also reduce the work effort involved in data input of
invoices for payment processing. Conversely, credit card spend statistics indicate that higher value
goods/services are being purchased by the cardholder with line manager approval occurring post
purchase.
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2.0 Executive Summary (continued)

Diagram 1
FY19 Credit Card Transaction vs Thresholds
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3.0 Key Findings and Recommendations

A total of 11 findings and observations have been made using data analytics to focus our audit testing.

Ref # Finding & Risk

1 Purchase Order approval
The Town's purchase order approval processes are paper
based and labour intensive.

The risk of inappropriate authorisation and opportunity
for fraud is significantly increased without an automated
approval process such as auto-generated ‘workflow’
approval.

2 Lack of system automated controls

Other impacts of an outdated financial system include:

Lack of 'standard’ system automated validation
controls i.e. 3-way match;

Lack of detective controls i.e, availability of budgeted
funds in cost centre at the time of PO approval;
Risk that documentation can be lost in the paper trail;
Increase in storage costs/delays in
information i.e. paper records; and

retrieving

Increased time to process payments.

| Inefficient use resources

3 Access Security
The Accounts Payable Officer had access to change POs
(to facilitate processing) without any detective or
monitoring controls. Note — the access has since been
disabled.

System access increased the exposure to fraud.

The fraud risk was mitigated by detailed reviews of
payment batches by the Finance Manager/Admin Officer.

Town of Bassendean
Internal Audit — Accounts Payable & Purchasing- April 2020

Recommendation

The Town has engaged an IT consultant to advise
the Town regarding options for upgrading its
existing Financial Management System (FMS).

We are of the view an auto-generated workflow
approval process will significantly strengthen the

existing control environment.

Further to our recommendation outlined in point
#1, the upgrade of the Town's FMS should also

controls such as PO and invoice matching,
restricted access to cost centres (where
applicable) and automatic retention of invoices
together with POs.

The feasibility of upgrading to a more
contemporary version of the existing Financial
Management System should be considered.

Regular access security reviews should be
performed by IT Department to ensure high risk
transactions are restricted to those on a “needs
to have” basis.

Agreed Management Actions

Agreed. The Town plans to automate its
purchasing function in 2020.

Responsibility: Director Corporate Services

\Agreed. The Town plans to automate its

|purchasing function in 2020.
include automation of other key validation |

Responsibility: Director Corporate Services

Agreed. The Town has implemented a new
user access form and will review all user access
privileges in 2020.

Responsibility: Manager IT
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3.0 Key Findings and Recommendations (continued)

Ref# Finding & Risk

4

Supplier Masterfile controls

Changes to Supplier Masterfile were not being
independently reviewed at the time changes were being
made by the Creditors Officer. This was due to recent staff
changes within the Finance Department and the
requirements not being communicated to the reviewer.

This issue has now been rectified.

Increased exposure to Inappropriate changes.

Recommendation

Key controls which need to be performed on an
ongoing and/or regular basis should be captured
as part of handover documentation to ensure
controls continue to mitigate potential risks.

Anti-fraud controls

The Town does not have a Fraud & Corruption Control
Plan.

A Fraud and Corruption Control Plan will assist the Town
to deploy a strategic approach to management of fraud
risk within the Town's risk appetite, identify high risk areas
and to develop a continuous monitoring program for
fraud and corruption detection.

Failure to detect and prevent systemic errors andfor
potential fraud.

Develop and implement Fraud and Corruption
Control Plan with focus on high risk areas i.e.
supplier payments, monitoring of supplier spend
for unusual patterns etc.

It is recommended the Fraud and Corruption |
Control Plan is a comprehensive plan covering all |
high risk transactions within the Town to mitigate
against both operational and financial fraud risk.

For better practice, the Fraud and Corruption
Control Plan should align with the Australian
Standard AS 8001-2008 Fraud and Corruption
Control.

Agreed Management Actions Risk Rating

Agreed. The Town has commenced a project
to document key finance processes on
2020/21.

Responsibility: Manager Finance

Agreed. The Town will develop and
implement a Fraud and Corruption Control
Plan in 2020.

Responsibility: Director Corporate Services

Inactive Suppliers

Using data analytics, the audit has identified 5,726

inactive Suppliers/Creditors i.e. no transaction in the past

2 years.

Inactive suppliers which are not disabled from the system
| increases the Town'’s exposure to fraud risk.

Town of Bassendean
Internal Audit = Accounts Payable & Purchasing- April 2020

Regular independent review of the Supplier |
Masterfile should be conducted to identify
Suppliers which can be removed.

The Town will create a report in Synergy in
2020 to make suppliers not used for two
years inactive.

Responsibility: Manager Finance
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3.0 Key Findings and Recommendations (continued)

Ref# Finding & Risk Recommendation

7

Supplier records maintenance

¢ 37 duplicate Supplier/Creditor names were identified  Regularly independently review and update the
in the Supplier Masterfile, Supplier Masterfile to remove duplicate records.
¢ 177 duplicate bank account numbers were identified
in the Supplier File.
Increased fraud risk due to weak administration over
Supplier Masterfile.
Increased  exposure to unknown anti-competitive
behaviour by suppliers.

Credit Card purchases — IT equipment

Evidence was found of electronic equipment and devices = Purchasing of IT equipment and electronic
purchased by Business Units using credit cards (e.g. JB-  devices should be managed centrally by the IT
HiFi, Apple etc). Department.

Purchasing of electronic equipment is not centralised and
managed by IT Department.

While these purchases are not required to be recorded
for accounting purposes, they have not been captured in
a central repository to ensure adequate safeguarding of
assets,

| We understand the Town has recently employed an IT
Manager and plans to centralise purchasing to strengthen
controls and to maintain an inventory of all IT equipment
and electronic devices.

Incomplete record /inventory of Town assets

Agreed Management Actions Risk Rating

The Town will introduce a process in 2020 to
independently review the Supplier Masterfile
to remove duplicate records.

Responsibility: Manager Finance

Agreed. The Town will issue a directive on .

finalization of this report that all purchases of
IT equipment will be managed by the
Manager IT.

Responsibility: Director Corporate Services

Town of Bassendean
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L3.0 Key Findings and Recommendations (continued)

Ref# Finding & Risk

Recommendation

Agreed Management Actions

Risk Rating

9 Credit Card Administration

Review of credit card controls revealed opportunities for
improvement over:

e administration of credit card holders including
replacement cards;

= greater transparency around purpose of expenditure
on the attached invoices to demonstrate a robust
approval process; and

e the preparation of individual spreadsheets to
facilitate the approval process {currently manually
entered to mock the cardholder statement).

The audit noted the practice of requiring more detailed
explanations for card purchases has been initiated.

Failure to detect inappropriate purchases.

1. The master list of credit cardholders should
contain all previous cards assigned to a
cardholder. This will provide an audit trail of
all the cards issued to the person and reason
for new card i.e. renewal, cancelled due to
fraud etc.

2. Staff training and re-inforcement of the need
to document the purpose of expenditure in
sufficient detail for the approver to make an
informed decision should be carrled out.

w

. Consideration to automate the credit card
reconciliation process should be investigated
with the Town’s credit card provider.

1. The Town's credit card information is
stored within Commbiz. The Town is
working with the CBA to facilitate self-
management of credit cards through
Commbiz.

2. Staff are required to complete a schedule
stating the purpose of the transaction.
Managers are required to approve the
schedule. Managers will be reminded to
ensure the stated purpose of the
expenditure is satisfactory.

3, The Town is working with the CBA to
implement an automated credit card
approval and acquittal process in 2020,

Responsibility: Director Corporate Services

B

10 Purchasing efficiencies
Using data analytics, the audit has identified potential
opportunities to have more efficient processes by
increasing purchasing via credit card for purchases less
than $500.

This has the potential to reduce the number of POs by
approximately 50% and significantly reduce the number of
invoices that need to be created/matched to PO and paid.

Consider your purchasing guidelines for
purchases up to $500 to be made on credit cards
(where possible) to reduce the administration of
low value purchase orders.

Agreed. Following implementation of an
automated credit card approval and acquittal
systemn, the Town will review its purchasing
guidelines to shift low-value purchases to
credit cards in 2020-21.

Responsibility: Director Corporate Services

Town of Bassendean
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3.0 Key Findings and Recommendations (continued)

Ref# Finding & Risk Recommendation Agreed Management Actions Risk Rating

11  Review of Procurement Policy

The Procurement Policy with respect to purchasing | The Town should review the purchasing |Agreed. The Town plans to review its
thresholds could be improved to align ‘purchasing | thresholds in the Procurement Policy in line with \Procurement  Policy  and  Purchasing

method required’ with the level of risk commensurate industry purchasing practices i.e. purchases Guidelines as part of the development of a .
with the purchasing activity. For example, purchases under $5,000 do not require quotes but rely on Procurement and Contract Management

under 52,000 require a verbal quote, up to $5,000 those with delegated financial authority to manualin 2020.

requires one written quote with no competitive process. conduct their control checks. Responsibility: Director Corporate Services

The above requirements do not appear to be adding value | The review of procurement thresholds could be

to the ‘value for money’ proposition. done as part of the implementation of workflow
approvals when approval controls will be
significantly strengthened through automation,

Classification of Review Findings

The following framework has been used to assist Management with prioritising internal audit findings according to their relative significance and in consideration of their
impact to the business process.

Issue represents a control weakness which will/may have an adverse effect on the ability to achieve business objectives and/or is in significant
breach with legislative requirements. Requires immediate management action.
Issue represents a control weakness which may become more serious if not addressed. Requires management action within a reasonable time
period.

. Issue represents an opportunity for improvement. Management should consider cost benefit analysis within a reasonable time period.

Town of Bassendean
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4.0 Data Analytics

Internal Control Model — Purchasing and Payment Controls

The diagram below depicts the expected key controls tested in our review of the Accounts Payable function and purchasing activities pertaining to the audit scope
Accounts Payable and Purchasing Cantrol Framework

Policy Framework

Local Government Act, Locyl Governmant [Fnancial Management] Regulations 1995
- Gowernance: Code of Conduct, Pobciaz and Procedures and Gudelines

Authaorisation to

spendy * Costeentre monitoringy * Access Security
* Spend analysis System privileges
? R appIO Y + C:\ lianc::olyurchasin Sasein| ove des
* Credit card approvaly Polics\r B lk&hta:;naf
> author
ksl o by * Sat-up of new suppliersy * 3 waymatch

* Payment processing

. E
appravaly Anti-fraud controls

Testing Performed: v = data analytics used to interrogate entire population
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4.0 Data Analytics (continued)

Data Analytics — Tests performed and outcomes

Control type per Framework  How data analytics were used Outcomes and Insights

Authorisation

Purchase approval

Analysed 1,914 POs to select high risk samples through further
stratification into the Procurement Policy purchasing thresholds. Tests
were designed to identify:

1. POs where name of supplier is person's name and/or unusual and
meets the ‘high risk’ criteria. A subset of 9 were manually tested
and validated to supporting documentation.

2. POs just below the authorisation thresholds. Testing was carried
out for purchases within $500 of $5,000. Purchases above $5,000
require 2 written quotations versus 1 written quote if under $5,000,
10 samples were tested,

3. POs to entertainment establishments; 3 transactions were tested.

The outcomes of the manual testing did not reveal any
inappropriate expenditure,

Credit card approval

2,384 credit card records were analysed for identification of potential
inappropriate purchases. The following types of purchasing activity
were selected for further testing to supporting documentation:

¢ Frequent use of retaller which is unexpected based on their role
* Paypal Purchases
¢ Purchases of electronic devices

* Purchases which deviated from the usual purchase amount of the
approver by two standard deviations were identified and reviewed

20 credit card statements of 11 employees were reviewed
for frequent purchases to overseas technology companies,
local electronic retailers and eateries.

All purchases were supported and signed for approval by
their Line Managers and relevant Director.

Identified Town wide purchasing of IT equipment and
electronic devices. It is suggested purchasing of this
category be managed by IT Manager. Refer Section 3.0,
point 8.

Invoice approval

Ran test to determine whether cost centres from G.L. data agreed to
information on Purchase Order.

No exceptions were found from total population of 1,914
POs.

Payment Processing

Ran test to determine if any invoices paid were greater than the PO
value.

No exceptions were found. However, our walkthrough
revealed that system access allowed for the Creditors
Officer to match the PO value. Refer Section 3.0, point 3

Town of Bassendean
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4.0 Data Analytics (continued)

Control type per Framework How data analytics were used Outcomes and Insights

Supervision and Monitoring

Spend Analysis Tests were run to identify Town wide spend patternswfor risk of fraud, | Detailed testing conducted of 20 POs did not reveal any
subversion of policies/procedures and/or inefficient practices i.e. breaches to the Procurement Policy.
® Multiple purchases raised on separate purchase orders (with similar | volume statistics comparing credit card purchasing with use
details) of POs indicate efficiencies could be achieved by shifting the
e Total spend by PO amount by Supplier by financial year mode of purchasing. Refer Section 3.0, point 10
Compliance to Purchasing For identification of spend > $150k to match against the Contracts List | A total of 15 Suppliers with spend greater than $60k were
Policy maintained by Procurement Co-ordinator. identified on the Payments List from IT Manager. Of these

A test was performed which aggregated the Payments Listing provided | 15 suppliers, 3 had spend greater than $150k. A review of
by IT Manager from Synergy (period 1 July 2017 to November 2019) and | these indicated that they did undergo a competitive
compared it to the excel listing of supplier contracts maintained by | process.

Procurement Co-ordinator.

Set-up of new suppliers Conducted count of total suppliers by year to assess for reasonability | 37 duplicate supplier names were identified

based on size of Town. 177 duplicate bank account numbers were identified
Tests were run to identify duplicate supplier records, different supplier | Refer Section 3.0, point 7

names with same bank account numbers.

Anti-fraud Controls L. Ran employee bank account details against supplier/creditor | 1. No matches were found.
banking details. o s
2. Profiling of suppliers against Business Units, description of purchases | 4. 5,726 inactive suppliers were identified.
to identify samples for detailed testing. Refer Section 3.0 point 6

3. lIdentified inactive suppliers.

4. Identified samples for detailed testing for credit cards based on
description of purchases, value of transaction, unique details of | 5. Discrepancies were noted and resolved.
transaction such as foreign currency amounts. 6

5. Identified credit cards which did not agree to the Town's credit card
listing.

4. No discrepancies were detected.

. No negative value POs.

6. Ran test to determine if there were any negative value POs.

Town of Bassendean
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5.0 Other Matters

Disclaimer
Liability limited by a scheme approved under Professional Standards Legislation

Moore Stephens (WA) Pty Ltd, an independent member of Moore Global Network Limited, and a Perth based
partnership of trusts carries on business separately and independently from other Moore Global Network Limited
member firms worldwide.

Services provided under this engagement are provided by Moore Stephens (WA) Pty Ltd and not by any other
independent Moore Global Network Limited member firms worldwide. No other independent Moore Global
Netwark Limited member has any liability for services provided.

Copyright
All rights reserved.

This report has been prepared solely for the purpose set out in our proposal and is not to be used for any other
purpose or distributed to any other party without Moore Stephens prior consent. Any reliance placed by a third
party on the report is that party’s responsibility.

Confidentiality

The information contained in this report is confidential and cannot be conveyed to any party other than the party
to which it is directed.

Moore Stephens

Level 15 Exchange Tower
2 The Esplanade
PERTH WA 6000

Phone +61 (0)8 9225 5355
Email acheng@moorestephens.com.au
ABN 899 433 544 961

Document

Status: Draft Final to client
Date: 7 May 2020

Status: Final to client
Date: 11 May 2020
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